
Safeguards and Security 

Metrics

EFCOG SWG



Charter

• Mr. Bill Desmond and Mr. Glenn Podonsky

• Effectively measure security performance
– Organizational culture and learning

– Highly reliable organization

– Leadership

– Sustained, reliable security

– Superior work planning

– Program performance

– Formality of operations

– Departmental benefit of resource allocation

• June 2007 EFCOG Board of Directors 
concurrence with SWG proposal



Scoping Decision

• October 2007 decision to focus metric 
development efforts on Impact 
Measurement Index (IMI) Tables data 
(ITAC System)

• Security Performance

– Organizational culture and learning

– Program performance

– Formality of operations

– Departmental benefit of resource allocation



Data Solicitation

• October 2007 request from EFCOG 

membership for security performance 

metrics

• Varied in consistency and meaningfulness

• Industry could benefit from an improved 

approach to assess security processes



Methodology

• 25 to 36 rolling data points (monthly 

events)

– Individually for each of the four IMI levels

– Collectively for the four IMI levels

– Collectively for the four IMI levels but 

normalized by man hours

– Site comparisons

• Statistical applications
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IMI 4 Events per Month at 

PANTEX

UCL

FY 06 = 101

FY 07 = 69

FY 08 to date = 6

Average = 4.1

(Nov 05 - Jul 06)

Average = 5.5

(Dec 06 - Jul 07)

4 of 5

one standard 

deviation

below average
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IMI 3 Events per Month at 

PANTEX

Average = 0.8

(Jun 06 - Oct 06)

UCL

3.8 million hours

w ithout an event

8,295,062 

hours 

since the last 

event

FY 06 = 5

FY 07 = 1

FY 08 to date = 0
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IMI 2 Events per Month at 

PANTEX

Average = 0.4

(Oct 06 - Apr 07)

UCL

FY 06 = 0

FY 07 = 3

FY 08 to date = 0

6.6 million hours

w ithout an event

4,371,961 hours 

since the last event
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IMI 1 Events per Month at 

PANTEX

FY 06 = 0

FY 07 = 0

FY 08 to date = 0

14,885,768 hours without 

an event
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IMI (1 - 4) Events per 

Month at PANTEX

Average = 4.25

(Nov 05 - Jul 06 

w ithout Mar 06)

Average = 5.8

(Dec 06 - Jul 07)

UCL

FY 06 = 106

FY 07 = 73

FY 08 to date = 6

4 of 5

one standard 

deviation

below average
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Average = 2.2

(Oct 06 - Jul 06)

IMI (1 - 4) Events per 200,000 hours at PANTEX

UCL

LCL

FY 06 = 3.22

FY 07 = 2.18

FY 08 to date = 0.75

4 of 5

one standard 

deviation

below average
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u-chart UCL

Average = 1.73

u-chart LCL
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Potential Benefits

• Strong lagging indicator for industry

– Organizational Culture and Learning

– Superior leadership and teamwork

– Sustained, reliable security

– Departmental benefit of resource allocation
• Budget

• Site assistance programs

• Complements other DOE tools

– ITAC/SSIMS metrics reports



Security Incident Correlations

• Safety Incident Rates

• Major School Functions

• Major Weather Events

• Special Site Functions



Recommendations

• Stakeholders promulgate requirement for 
sites to maintain site specific metrics

– 25 to 36 rolling data points (monthly events)
• Individually for each of the four IMI levels

• Collectively for the four IMI levels

• Collectively for the four IMI levels but normalized 
by man hours

• Stakeholders consider modifying SSIMS to 
provide individual and collective site 
comparisons


