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Issues and corrective action management is a core piece of =g
LLNL’s Contractor Assurance System
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LLNL just completed a 2 year effort to upgrade issues <
tracking processes and software

Contractor§ssurance Office

To achieve: Issues Tracking System (ITS) Home Screen

 Single, integrated system
with improved user interface

» Enhanced transparency

Show Formally Reported items anly ? () ves &) No

 Improved governance and o adonsaws
» agn Count Report Name
line accountability oo
(0) Actions Due in Next 31 to 60 Days
(0) Actions Due in Next 61 to 90 Days

° A graded approaCh for (0) Actions Past 30 Days in Draft

(0} Actions Pending Verification
(5) Open Actions Total

disposition of issues
- Effective binning, trending, 0 o

(0) Issues Due in Next 30 Days

. (1) Issues Due in Mexi 31 to 60 Days
and re ortl n (0} Issues Due in Next 6110 90 Days
p g (0) Issues Past 30 Days Needing Actions
(0) Issues Pending Screenin g

(0) Issues Pending ORB Appraval
(4) Open Issues Total

Assessment Status

Count Report Name
(0) Overdue Planned Assessmen ts
(0) Planned Assessments Due this Quarter
(0) Open Assessments Total
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LLNL'’s revised process includes line management <
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accountabilitz and discretion

- Early collaboration with LANL provided the general structure
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Issue significance is determined during issue screening

* Issue screener(s) prepare issues for organizational approval by their
Operations Review Board (ORB)

Determinations include:

* Issue type * Functional Area
* Issue ownership * Drill-down to compliance
« Directorate / organization or code, when available

institutional in extent
Required response elements
Site or external reporting

« Issue significance
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Each issue is assigned a significance ==
. . . Contractor §ssurance Office
commensurate with its risk

Increasing level of risk

5 4 3 2 1

Not Actionable  Trend Only Action Based on Action Based on  Action Based on
Limited Analysis Moderate Analysis EXxtensive Analysis

 Assigned according to the risk associated with not correcting the issue
« Risk is based upon the highest combination of consequence and probability
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The intersection of consequence and probability ==
. . . . on Contractor§ssurance Office
provide the issue significance

« Issue significance ranges from 1 to 4 on risk matrix

Catastrophic

High

Medium

Low

Consequence

Negligible

hwwN.

A BB WO
B WO WO DN

« Significance 5 issues are a duplicate of another issue, referred to a management
system outside of the issues tracking system, or were inappropriate for entry
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The severity of consequence is categorized by LLNL’s
six standard risk types

» Assume that the
issue is unmitigated

» Use the highest
issue severity
identified for
application to the
risk matrix

Director’s Office — Contractor Assurance Office

Negligible

Catastrophic High Medium Low
Financial =$50M $50M to =$10M $10M to >$500K $500K to =$50K <$50K
Strategic — Security *Permanent loss ortheft Loss ortheft of Loss ortheft of Category *Loss of UCNI or No loss

of information and
material

of Category | orll special
nuclear material (SNM) or
national security info. or
controlled media

retrievable Category | orll
SNM or national security
information or controlled
media

Il or IV SNM or classified
information

business sensitive
information

People - Safety and
health

=1 fatality or terminal
injury/illness

=3 or more employees,
contractors, orvisitors
admitted to a hospital
-Personnel exposure that
starts lethality and/or
domino effects

=3 or more personnel
having days away,
restricted work, or
transfers to another job
*Prolonged hospitalization
within 24 hours of injury
*Personnel exposure with
effects

Restricted work
=Medial treatment or
hospitalization

*Personnel exposure
above exposure limits

=Injury or illness that
results in first aid, but had
the potential fora more
severe injury

*Personnel exposure
above the action levels

=Aminor injury or illness
that results in first aid and
no potential fora more
severe injury

*Personnel exposure
below action levels

Environment

=Off-site release that
causes damage and is
likely to result in an
enforcement action
(violation notice, fine, or
penalty)

=Off-site unmitigated loss,
destruction, extinction of
cultural or natural
resources

*On-site release that
causes damage and is
likely to result in an
enforcement action
=Off-site release of
radiological material
*On-site unmitigated loss,
destruction, extinction of
cultural or natural
resources

=On-site release that does
not cause damage, but is
likely to result in
enforcement action
=Off-site release above
the reportable quantity or
permit limits

=Habitat loss or severe
unmitigated impacts on
cultural or natural
resources

=On-site release above
the reportable quantity
=On-site release causing
damage not likely to result
in enforcement action
=Medium deviations from
established protocols and
mitigation measures that
have medium impact on
naturalfcultural resources

Release that does not
reach the environment
*Release reported to
outside agency in a
routine periodic report
only

*Minor deviations from
established protocols and
mitigation measures that
have minor impact on
naturalfcultural resources

Brand - Political and
public trust

Very politically sensitive
and will negatively affect
the Lab's public image
(national and local), and
will require senior level
LLNS/DOE/MNNSA, etc.
management to be
involved with resolution
and image repair

Politically sensitive and
could result in
whistleblower actions
and/orviolations that
could 1) be negatively
publicized by the public,
or2) cause loss of trust
by DOE/NNSA, regulators
orpublic

Politically sensitive and
could result in violations
that could be negatively
publicized by limited
public groups, but would
not affect the trust with
DOE/NNSA and
regulators

Somewhat politically
sensitive, but minor in
nature

Negligible if any press or
local press interest

Product - Deliver on
mission

Will shutdown mission
function forthe long term
orhave a major sponsor
impact

Will seriously reduce
ability to perform mission
ormay result in serious
sponsorimpact

Will reduce efficiency in
mission performance or
increase operating costs;
may result in some
sponsorimpact

Will have only minor or
local impact on mission
performance

Negligible impact on
mission performance

LLNL-PRES-418822
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Assigning the probability is less precise

 Probability ranges from:

e Extremely unlikely

Catastrophic

 Unlikely _—

* Likely

Medium

« Frequent

Low

Consequence

Negligible

~ ~ S~ w N
~ ~ w| W N

- Estimate the probability of realizing the negative outcome (consequence)
of the condition

Director’s Office — Contractor Assurance Office UL.
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The following characteristics should be considered

 Frequency of the operation/activity

« Complexity of the operation/activity

* Number of different locations in which the operation/activity is performed
« Number of interfaces between organizations

« Number of employees potentially exposed to the adverse effects
 Error tolerance of plan, procedure, or process

 Duration and extent of the adverse/negative condition

« Employee proximity or potential proximity to the hazard(s)

« Working conditions that may increase the likelihood of an accident
» Recent changes made to the process

* Frequency of regulatory inspection

« Type of work (whether it is skill-rule-knowledge based)

Director’s Office — Contractor Assurance Office UL_
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The issue significance sets the rigor with which ==
an issue is resolved

Contractor§ssurance Office

Response Elements

Evaluate : :
Issue * needfor Documented Extent of Corrective :cct'irorr?c;:a‘f] Cortective Werification e Eﬁizt;fxess Trend
olner immediate / root causal conction action plan * : {institutional analysis and
assignment mitigating analysis (CA) review *(CAP)uuritten * a(crﬁzt)ad i s *independem) * pe *ﬁndgfn?tn;elent reporting
measure PP ¥
Evaluate Corrective o
i pecalce Documented E;‘;:!?iomn CAP written & Corrective :r:s;mcem?m I Effectiveness L
ouner immediate / : P (CAP) : *( b wp e : analysis and
: A apparent CA reviel {optional) action taken of action closeout resien :
(] assighment mitigating antional approved S reporting
g measure (et (optional) )
[
Evaluate 2
O Corrective
'."é lssue irr?:lzzifaot:a ; R E;fmomn CAPwritten action plan Cortone Werification S Effectiveness Trend
oo DAt mitigating determination revien {optional) * (0] action taken * ity * closeout * Sy ana|y3|s.and
o— assignment : approved owner) (optional) reporting
(7] measure (optional) {optional)
) {aptional)
2
— Issue : Trend
awner —Trend_fﬁmm # ol analysis and
assignment Optioral closeout reporting
-Duplicate Trend
-Invalicl — cllosss gcin analysis and
-Refer reporting
Issue significance levels Required
1 oo wiliexerahe anah S andicioasp . Note: Additional issue response elements beyond those
. . ) ptional . . . . g H
SkAGan Ak ot analy s ant nllwp indicated by the issue significance may be required for
3 Action with limited analysis and follow-up {':;"L'Ig"h";f”'”:' rt - ORP S NTS . . t I
T certain issues (e.g., ; , Issues in externa
5 Not actionable assessments)
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After one year of use, the issue significance results
are still adjusting
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Issue Significance

LLNL dispositions nearly 3,500 issues per year
The majority are issue significance 3
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We are asking ourselves questions regarding this data

» Are users avoiding the higher significance to avoid the extra work?

 Probably not - Random samples of issues of significance 3 show
that ~2 in 100 are under-prioritized

« We have over 2,000 issues of significance 3 each year. Many are
housekeeping or fix-it types. Should those really be issue significance 3?

« Maybe not — The prior prioritization system pre-selected significance
based on type of issue and users may not yet feel comfortable selecting
lower significances

» The consequence/probability matrix drives high consequence, extremely
unlikely issues to a significance 3. Should we expand the matrix for issues
that are very, very unlikely to have a high consequence?

« Maybe - A Six Sigma project is underway to analyze data and evaluate
options

Director’s Office — Contractor Assurance Office UL_
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Issues management is a ideal target for ==
. . Contractor Yssurance Office
continuous improvement

» Awaiting HS-64 (Bob Compton) report from recent ISMS Phase Il re-
verification assessment of LLNL

* | welcome suggestions, questions, or comments:

Jill Farrell, LLNL, (925) 423-8442, farrell3@lInl.gov
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