Contractor Assurance

EFCOG ISM Working Group
Feedback and Improvements Sub-Group
October 25, 2007
Terry Priestley

(TPriestley@lanl.gov, 505-606-0721)

Los Alamos National Laboratory

D

» Los Alamo UNCLASSIFIED
NATIONAL LABORATORY Slide 1
5T.1943
Operated by Los Alamos National Security, LLC for NNSA V¥ | KVDQ;'S‘

AN~


mailto:TPriestley@lanl.gov

Contractor Assurance — What is it?

A

Comprehensive and integrated management system that enables safe,
secure, effective, and efficient mission accomplishment

DOE Order 226.1 and 226.1A — CAS encompasses ES&H, Safeguards
and Security, Emergency Management, Cyber Security, and Business
Practices (226.1 only)

Many sites have expanded scope of CAS to include all activities that
support mission delivery (i.e., an integrated management system)

A ES&H

A Mission

A Operations / Business

A Science / Engineering / Technology

Provides the management team fact-based information needed to take
action
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Characteristics of an Effective
Contractor Assurance System

A Focused on Mission Deliverables and Strategic Objectives
A Owned by Line Management (CAS in not oversight)

A Allows identification of deficiencies and opportunities for
improvement to better ensure protection of the public, workers,
environment and national security assets

A Includes, at a minimum, all elements of CAS as directed by the
contract

A Underpins the management system used by the Contractor (i.e.,
built in, not bolted on)

A Transparent to DOE oversight — enables DOE to optimize federal
oversight resources

A - Customized to each sit esize-fita-allgpbgram) i

Promotes continuous improvement
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Elements of Contractor Assurance per DOE O 226.1

A Assessments (self-, management , internal independent, third-party
assessments)

A Operational Awareness Activities (e.g., management walk-throughs)
A Quality Assurance Programs

A Lessons Learned Programs

A Worker Feedback Mechanisms

A Performance Indicators / Measures

A Accident Investigations and Event Reporting Processes

A Analysis of Causes

A Corrective Action Identification, Tracking, and Closure

A Verification of Effectiveness

A Analysis of Trends
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CAS - Not Just a Requirement

A Seatbelts i Not just the law, but the right
thing to do

A CAS is owned by line management and
should be implemented to the benefit of line
management

A CAS is designed to improve management
(and oversight) based on two key principles:

A management by fact (not anecdote, water N
cooler talk, yesterdall
week, etc.)

A Use of continuous improvement
methodologies and tools

Yes, CAS is a requirement, but' iis
also the right thing to do
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Nominal Contractor Assurance System Model
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Issues and Corrective
Action Management

Process Improvement
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Goals

A CAS is focused on ensuring Mission Deliverables and Strategic
Objectives are met, not ensuring verbatim compliance

A What are goals?
A Programmatic Commitments
s Work Authorizations
s Program milestones
A Contract Data Requirements List
s Based on Prime Contract
83 Requirements specified in contract clauses
s Directives, laws and regulations
A Consent Order Commitments
A Performance Improvement Actions
A Mandated Commitments
s Contracting Officer directed commitments
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Performance Measures
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Generic Risk Characterization Methodology

Permanent and
beyond Site
Boundaries

Higher risk-
reduction
opportunity

Lower risk-
reduction

None or routine opportunity

administrative
Probability of Process Failure >

Undesirable Consequences>

Sustained good Pattern of poor
performance for performance or
all measures no measures
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Risk Characterization

A Quantitative vs. Qualitative
A Applied with the appropriate level of rigor
A Provides no value unless results have an impact on actions
Al mbedded I n all CAS wsliememnti $ s( mad
institutional policy / process)
A Goals
s Analyzed for risk reduction potential
A Performance Measures
5 Selection process based upon business area critical success factors;
configuration management, weighting, and approval of line management
A Assessments
5 APerformance Edgeso
A Improvements
5 Issues Management process i amount of rigor is dependent on risk
3 P_rﬁcess improvement initiatives based on goals/commitments and business
risks
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Assessments — A Three-Tiered Hierarchy

External Oversight
Audits, Assessments

& Reviews
Site Offices, DOE IG, DOE-HSS,
Federal, and State Agencies
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Management Assessments:
Focused on Performance Edges

Performance Edges

Performance

Consequence
v

Performance edges are the domains in which we expect
larger effects of changes in performance
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Lessons Learned - Imbedded in all CAS elements

Formal vs. Informal

>

Internal vs. External

>

A No value in having a
paper program — are
lessons learned? or are
they just collected?

Capture
lesson

Lessons Learned
Knowledge

» Database
= Quarterly Publication
= Web Sites w/Links

Store lesson
for reuse

Communicate
improvement
opportunity

Apply lessons learned to
improve mission delivery
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Issues Management

Issue

Identified

Effectiveness Evaluation
Completed
(as required)

A

Risk Level

flCausal Analysiso

Determined

Issues are identified and
effectively addressed
with the appropriate level
of rigor and management
iInvolvement

Corrective Actions
Completed

Management Approves Causal
Analysis, Corrective Actions, and
Effectiveness Criteria (as required)
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Process Improvement

Many programs and methodologies to improve quality and efficiency:

A Six Sigma

A Lean Manufacturing

A CM and TOC - Constraint Management and Theory of Constraints

A TQM - Total Quality Management - Define, Measure, Analyze,

Improve, Control
A ami - Assess, Analyze, Metricate, Improve
A GQM T Goal, Question, Metric
The results are important, not the
methodology or the tool
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CAS - Recap

A Focused on Mission Deliverables and Strategic Objectives

A Owned by Line Management, and implemented to the benefit of
Line Management

A Not oversight

A Action-based — CAS is not a check-the-box program

>

Forward-looking

>

Customi zed to each sit esize-fite-aleds |
program)

A.Transparent to DOE oversight (“ m;
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EFCOG CAS Working Group

A Established in Spring of 2007

A Kick-off meeting in August
A Identified characteristics and benefits of CAS as well as potential elements

A Established initial sub-groups:
s Risk Management
3 Lessons Learned
3  Contractor Assurance Elements
s Line Oversight

A DOE Sponsor: Arnold Guevara, Office of Enforcement

A Focus: Use of performance-based contracting tools and systems to promote
more effective and efficient contractor management and enhanced interface
with federal oversight and contract administration.

A Coordinates with other federal and contractor groups that are working on
CAS, e.g., the National Laboratory
Line Oversight and Contractor Assurance System (LOCAS) Integration
Councill
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Contractor Assurance and ISM

A CAS and ISM complement each other

>

ISM Supplemental Guiding Principles i CAS Elements

>

Mutual interest to promote improved performance

Commonality between the various feedback and improvement
processes and tools and CAS elements

Next CAWG Meeting is scheduled for November 8 and 9
A 1SM Working Group invited to attend
A CAWG will actively engage ISM WG members to collaborate

>

p
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