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Who are we?

Â Introductions

ÂName

ÂOrganization/company

ÂHow are you involved with SQA?

ÂWhat DOE and consensus standards do 
you implement?
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Who?
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Who needs to meet the SQA 
requirements?

Â DOE Federal organizations and contractors 
must meet all applicable laws 
(e.g., 10 CFR 830, 10 CFR 70)

Â All primary DOE organizations, including 
NNSA, must meet all DOE directives, including 
Orders, Manuals, Standards, and Guides

Â DOE prime contractors must meet all DOE 
directives required by contractual agreements 
(e.g., M&O and EPC contracts, letter 
directions)
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Why?
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Why do we care about software 
quality?

ÂSoftware impacts

ÂSafety to workers and the public, and 
the protection of the environment

ÂOperation schedules

ÂProject and operational costs

ÂPublic perception
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Why do we care about software 
quality? (continued)

Operator was monitoring 7.6E/7.7E parameters (e.g., 
liquid level, temperature and coil pressure) for the 
evaporator. Processing operations required the coil 
pressure to be adjusted. Prior to the adjustment, the 
operator display indicted a liquid level of 46 ï50 and 
coil pressure of 17.0 ï17.6 psig. The operatorôs 
attention was diverted and then entered a value of 43
for the coil pressure instead of a value between 18-19 
as intended. This error caused the 7.7E coil pressure 
to spike about 24.0 psig, activating the interlock.  

EM-SR--WSRC-HCAN-2008-0003 :  Activation of 

7.7E High Coil Pressure Interlock
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Why do we care about software 
quality? (continued)

EM-SR-- WSRC-HCAN-2008 -0003 :  Activation of 7.7E High 
Coil Pressure Interlock ïcontinued

Â So how could this have been avoided?

Â Better human factors design of DCS display

Â Add data entry range value checks

Â Disallow or add warning messages when excessive values are 
entered

Â What are the costs of the weaknesses in the software?

Â Loss of processing time

Â Time to report, investigate, and identify corrective actions

Â Time to implement corrective actions, including rework for 
correcting/enhancing the software
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Why do we care about software 
quality? (continued)

EM-SR-- WSRC-HCAN-2008 -0003 :  Activation of 7.7E 
High Coil Pressure Interlock ïcontinued

Â What SQA activities could have be performed to avoid this 
occurrence?

Â Review, using HMI good practices, of HMI design

Â Inclusion of HMI requirements for software

Â System and acceptance testing using abnormally large coil 
pressure data values

Â Review of anomaly/error handling procedures by other SMEs
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Why do we care about software 
quality? (continued)

NE-ID -- BEA-ATR-2008 -0018:  Error in RELAP5 Reactor 
Kinetics Model Results in Potential Inadequacy in the 
Safety Analysis

RELAP5 is the thermal-hydraulic accident analysis code used for the 
safety basis accident analyses for the Advanced Test Reactor (ATR) and 
the ATR (ATRC) Critical Facility. ATR RELAP5 software is frozen and not 
maintained. In June 2007, an engineering student identified an error in 
the summation of the delayed neutron terms . The error was 
communicated to the RELAP5 software development staff. RELAP5-3D, 
was modified accordingly. The error was believed to be insignificant. 
RELAP5 was not updated. In July 2008, an analyst informally 
communicated the error to ATR. ATR staff imitated the PISA process and 
later identified a positive USQ. Investigation during the ORPs process 
also, poor coding logic were used in the switch between the steady-state 
and the transient solutions. This error and poor coding logic could 
result in maximum core power and energy deposition being 
greater than calculated in the safety basis analyses. 
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Why do we care about software 
quality? (continued)

NE-ID -- BEA-ATR-2008 -0018:  Error in RELAP5 Reactor 
Kinetics Model Results in Potential Inadequacy in the 
Safety Analysis - continued

Â What SQA activities could have be performed to 
avoid this occurrence?

Â Better review and testing of software algorithm that 
sums the delayed neutron terms 

Â Better problem reporting to the end user (i.e., ATR)
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When?
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When were SQA requirements 
imposed upon us?

1991 DOE 5700.6C, Quality Assurance

1992
DOE/RW-0333P Rev. 0, Quality Assurance Rqmts and 
Description

1996 DOE O 200.1, Information Management Program

DOE G 200.1, Software Engineering Methodology

1998 DOE O 414.1, Quality Assurance

1999 DOE O 414.1A, Quality Assurance 
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When were SQA requirements 
imposed upon us? (continued)

1998 NWC QC-1 Rev. 9, Weapons Quality Policy

NWC DG 10235 Issue A, Software Product Processes

2000 DOE N 203.1, Software Quality Assurance

DOE O 413.3, Program and Project Management for the 
Acquisition of Capital Assets

2002
DOE/RW-0333P Rev. 11, Quality Assurance Rqmts and 
Description

2003 TBP 306 Rev E, Software Product Processes
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When were SQA requirements 
imposed upon us? (continued)

2003
DOE/RW-0333P Rev. 13, Quality Assurance Rqmts and 
Description

2004 DOE O 414.1B, Quality Assurance

NWC QC-1 Rev. 10, Weapons Quality Policy

2005 DOE O 414.1C, Quality Assurance

2005 DOE G 414.1-4, Guide to DOE O 414.1C 

NWC DG 10235 Issue B, Software Product Processes
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When were SQA requirements 
imposed upon us? (continued)

2006
DOE/RW-0333P Rev. 18, Quality Assurance Rqmts 
and Description

DOE O 413.3A, Program and Project Management 
for the Acquisition of Capital Assets

2007
DOE/RW-0333P Rev. 19, Quality Assurance Rqmts 
and Description 

2008
DOE O 200.1A, Information Technology 
Management

DOE G 413.3-2, Quality Assurance Guide for Project 
Management

DOE G 413.3-14, Information Technology Project 
Guide
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When were SQA requirements 
imposed upon us? (continued)

2008
DOE/RW-0333P Rev. 20, Quality Assurance Rqmts and 
Description

2009
DOE/RW-0333P Rev. 21, Quality Assurance Rqmts and 
Description

DOE O 414.1X, Quality Assurance
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When were SQA requirements 
imposed upon us? (continued)

Answer:  SQA requirements 
have been with us FOREVER 
(well, a long, long time) and 

will continue to be.



19

Where?



20

Where are the SQA requirements?

Â In Laws

Â DOE 10 CFR 830 Subpart A, Quality Assurance 
Requirements

Â EPA 40 CFR 194.23, Models and Computer Codes

Â NRC 10 CFR 50 Appendix B, Criteria for Nuclear 
Power Plants and Fuel Reprocessing Plants

Â Terms such as activity, unit, component, 
system, product, or support system that 
address software development and acquisition

Â All DOE and contractors MUST comply with the 
Laws, even if NOT specified in a contract
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Where are the SQA requirements? 
(continued)

Â In DOE directives (Orders, Standards, and 
Manuals)

ÂDOE O 414.1C

ÂQC-1

ÂDOE/RW-0333P

ÂContractor requirements typically in CRD

ÂOnly required to be implemented by 
contractors if included in contractual 
agreements
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Where are the SQA requirements? 
(continued)

Â DOE Orders and Requirements

Â DOE O 414.1C, Quality Assurance

Â DOE O 200.1A, Information Technology Management

Â DOE N 203.1, Software Quality Assurance

Â DOE QC-1, Weapons Quality Policy

Â DOE/RW-0333P, Quality Assurance Requirements and 
Description

Â DOE Standards

Â TBP-306, NWC Technical Business Practices

Â DOE-STD-XXXX-2009, Application of Safety Instrumented 
Systems Used at DOE Non-Reactor Nuclear Facilities
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Where are the SQA requirements? 
(continued)

ÂConsensus Standards and Regulations

ÂANS 10.4 and 10.7 

ÂASME NQA-1

Â IEEE Software Engineering Standards

Â IEEE 703, 828, 829, 1012, 1028, 1042, etc.

Â ISA 84.00.01 (IEC 61511)

Â ISO 9001 (ISO 9000-3 Guide)

ÂNUREGs 1.152, 1.168, 6263

ÂMany, many, many moreé.
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What?
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What are the requirements?

ÂCaveat: Requirements for Federal 
organizations may be different than 
for contractors

ÂWill focus on contractor requirements



26

What are the requirements? 
(continued)

Â Level of detail varies

Â Include requirements external to DOEôs directives 
(i.e., consensus standards)

Â General based requirements that apply to all 
work 

Â Specific requirements unique to facilities such as 
Yucca Mountain and the Waste Isolation Pilot 
Plant (WIPP)

Â Some call out ñsoftwareò or ñcomputer systemsò 

Â Some include software by direct inclusion in a 
definition or use of common terms such as 
ñitem,ò ñunit,ò ñcomponent,ò or ñsystemò
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What are the requirements? 
(continued)

10 CFR 830

DOE O 414.1C

NQA-1

DOE G 414.1-4

IEEE SE Series

ISA 84.00.01

DOE O 200.1A

DOE N 203.1

TBP 306

DOE/RW-0333P

QC-1

ISO 9001

ISO 9000-3 (Guide)

30,000

25,000

20,000

15,000

10,000

5,000

Ground Level
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What are the requirements? 
(continued)

Â DOE O 414.1C 

Â Is the entry point for SQA requirements

Â Contains general high-level requirements

Â Applies to all work performed by DOE and its contractors

Â Supplemented by other DOE and industry lower-level 
requirements

Â Lower-level requirements, guidance, and/or company 
procedures are a necessity for implementation
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What are the requirements? 
(continued)

Â DOE O 414.1C(continued)

Â CRD Sections 2, 3, and 5 apply to software

Â Section 2 requires application of a graded approach, 
selection of consensus standard, applying activity-specific 
standards, integration of requirements, and guidance 
usage

Â Section 3 provides the specific criteria (i.e., the 10 
criteria) that must be applied to software

ÂSoftware is an ñitemò

Â Software acquisition, development, configuration, etc. are 
ñworkò

Â Section 5 applies to a subset of software: safety software
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What are the requirements? 
(continued)

Â 10 CFR 830

Â 10 CFR 830 applies to safety of DOE nuclear facilities

Â Contains general high-level requirements

Â Supplemented by consensus standard

Â Lower-level requirements, guidance, and/or company 
procedures are a necessity for implementation

Â Applies SQA requirements through common definition of 
component, module, product, system, unit, and support 
system

Â Enforceable by law
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What are the requirements? 
(continued)

ÂDOE O 200.1A

ÂUpper-level OCIO directive

ÂRequires implementation of SQA 
program using a graded approach
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What are the requirements? 
(continued)

ÂDOE N 203.1

ÂSQA Program 

ÂGrading based upon size, complexity, cost, 
degree of external impact, degree of 
customization, functions performed, and 
other factors

ÂPerformance of SQA activities based upon 
safety, security, and risk in developing and 
using the software
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What are the requirements? 
(continued)

ÂDOE N 203.1 (continued)

ÂSLC-based processes/procedures

ÂAddresses all stages of testing, walkthroughs, 
peer reviews, inspections, etc.

ÂRequires compliance with DOE O 414.1

Â Integration with other programs such as safety 
management and budgeting

ÂExpired in 2001, but still valid
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What are the requirements? 
(continued)

ÂQC-1

ÂGraded approach

ÂSQA activities based upon consensus standard

ÂSCM baseline be identified and controlled

ÂChanges must be traceable

ÂMust meet all the QC-1 applicable elements
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What are the requirements? 
(continued)

ÂDOE/RW-0333P (QARD)

ÂBased upon ASME NQA-2A-1990

ÂMost prescriptive of DOEôs requirements

ÂAddresses COTS support software (software 
tools and system software)

ÂSoftware planning

Â Traceability of requirements

ÂProblem reporting and corrective action
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Why Again?


