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INTRODUCTION

The purpose of this document is to document in detail the relationships between various
safety culture modslconsidered by The Team, those attributes identified by The Team

as important within the DOE complex, and existing ISMS guiding principles and
supplemental safety culture elements. This document contains the results of a review of
various recognized safetulture models against safety culture related elements of ISMS
included in DOE M 450-4.. The Team identified a set of ISMS related safety culture
principles that were established from review of the various safety culture models included
in this documentEach model was broken down into attributes which were numbered.
Tables were made up which identified the model attribute number horizontally across the
top with the ISMS attributes indicated vertically on the left side. If an ISMS attribute
approximatelycorresponded with the safety culture model attribute, a check was placed
on the table to indicate this. If no ISMS attribute related to the safety culture model
attribute, the number was shaded and later summarized for further review. This crosswalk
review helped identify strong or weak linkage with various cultural models and provided

a detailed and independent review of the attributes identified by The Team.

This review was an approximate review that involved some judgment if the attributes
correlatedwvell or not. Emphasis was placed more on concepts than actual word for word
matching.

SUMMARY/RESULTS
A summary of key observations, conclusions, and recommendations follows:

1. The Team attributes were very aligned with existing ISMS Manual attributies w
the exception of fAmutual respecto. Thi s
general, The Team attributes were very much consistent and typical of attributes
identified in the other models. The implementation plan should not be
significantly impated by this difference over the year long implementation period
of The Team path forward.

2. There is very high correlation with VPP tenets, SCWE, and HPI safety culture
models and ISMS. There were very few gaps. Gaps typically were very specific
elementsot considered significant in the overall review that was done. No
further actions are recommended to address gaps between VPP, SCWE, HPI,
ISMS and The Team attributes.

3. HRO attributes showed good alignment with ISMS. A number of attributes did
not matchup, but those were considered to be more technical characteristics than
actually safety culture behavior or attitude related attributes. Key concepts were
addressed and no further actions are recommended to address these areas of poor
alignment.



4.

INPO atributes showed good alignment with ISMS. A number of attributes did

not match up, however. In general, the main themes and concepts of the INPO
model were present in ISMS. One key area where there was little to no alignment
was where the INPO model dissesl aspects unique to the commercial nuclear
industry. No further actions are recommended to align the INPO model with The
Team attributes or ISMS at this time.



Attributes From the Various ModelsNot Currently Addressed
by the ISMS Manual

Summary

This section summarizes the alignment between various safety culture models considered
by The Team and ISMS attributes included in DOE M 480Phis document includes

the attributes and number key for each of the culture models and ISMS. The conclusion
of The Team is that there is generally good agreement between ISMS and the various
models. In general, major principles were included in ISMS. Some attributes under the
major principles were not all addressed with direct linkage to ISMS, howé&her.

numbe key for the numbers used below is included throughout the rest of this document.

Task Team
2.2  Mutual respect

VPP Tenets

1.5 Assessing safety and health program

2.1 Employees involved in structure and operation of H&S program
4.6  Emergency resporgrocedures

DNFESB Ideal Organizational Attributes

2.10 Respect for nuclear activities

3.4  Solid foundation of science and engineering

3.11 Complete system knowledge allows prompt investigations
3.13 Safety development and testing capability

3.14 Risk mamgement tools integrated into decision making
4.3  Nuclear facility construction and QA practices

4.6 Ready for operations prior to independent readiness reviews
4.11 Decentralized operations authority during-néfrmal events
5.8 Independently funded sadferesearch

6.9 Decentralized assessment and corrective action programs

IAEA Safety Culture Characteristics and Attributes

2.6  Safety considered in change management

4.6  Work motivation and job satisfaction factors considered
4.7  Stress, time pressyrand workload considered

4.9 Housekeeping and material condition reflect excellence

SCWE
1.3  Timely feedback to individual raising issue
3 Mutual respect

HP
None



Board members reinforce nuclear safety
Line organization is only soce of direction

External relationships donét obscure

Management oversight during tests or evolutions

Selection of management considers safety culture

Dignity and respect

Impending changes managed taintain trust

Senior management incentive programs are biased towards long term
Staff wunderstands and respects
Rigorous approach to problem solving

Single point accountability for decision making

Decision making reflects allowable and prudent choices

Lessons learned applied to decision making

Contingency planning considered

Periodic safety culture assessments are conducted

Alert to broad set of performance indicators

each

| i ne

ot her



ISMS Guiding Principle and Supplemental Safety Culture
Principles from DOE Manual 450.4-1/Crosswalk Number Key

1. LINE MANAGEMENT RESPONSIBILITY FOR SAFETY
Line management is directly responsible for the protection of the public, the workers, and
the environment.

1.1.Line managers (from the Secretary to the DOE cognizant Secretarial Officer to
the DOE Field Office Manager to the Contractor Senior Manager to thelifient
worker) understand and accept their safety responsibilities inherent in mission
accomplishment. Line anagers do not depend on supporting organizations to
build safety into line management work activities.

1.2.Line managers have a clear understanding of their work activities and their
performance objectives, and how they will conduct their work activitietysafe
and accomplish their performance objectives.

1.3.Line managers demonstrate their commitment to safetylévagb line managers
are the leading advocates of safety and demonstrate their commitment in both
word and action. Line managers periodically takpsste reinforce safety,
including personal visits and walkthroughs to verify that their expectations are
being met.

1.4.Line managers spend time on the floor. Line managers practice visible leadership
in the field by placing moeingeaad on t he pr ol
reinforcing standards and positive behaviors. Deviations from expectations are
corrected promptly and, when appropriate, analyzed to understand why the
behaviors occurred.

1.5.Line managers maintain a strong focus on the safe conduct of woriiestiv
Line managers maintain awareness of key performance indicators related to safe
work accomplishment, watch carefully for adverse trends or indications, and take
prompt action to understand adverse trends and anomalies.

1.6.Line managers throughout theganization set an example for safety through
their direct involvement in continuous learning by themselves and their followers
on topics related to technical understanding and safety improvement.

1.7.Line managers are skilled in responding to employee questiam open,
honest manner. They encourage and appreciate the reporting of safety issues and
errors. They do not discipline employees for the reporting of errors. They
encourage a vigorous questioning attitude toward safety, and constructive
dialogues andiscussions on safety matters.

1.8. Credibility and trust are present and continuously nurtured. Line managers
reinforce perishable values of trust, credibility, and attentiveness. The
organization is just that is, the line managers demonstrate an understativht
humans are fallible and when mistakes are made, the organization seeks first to
learn as opposed to blame. The system of rewards and sanctions is aligned with
strong safety policies and reinforces the desired behaviors and outcomes.



2. CLEAR ROLES AND RESPONSIBILITIES Clear and unambiguous lines of
authority and responsibility for ensuring safety shall be established and maintained
at all organizational levels within the Department and its contractors.

2.1. Responsibility and authority for safety are ia#fined and clearly understood as
an integral part of performing work.

2.2.Organizational safety responsibilities are sufficiently comprehensive to address
the work activities and hazards involved.

2.3.The line of authority and responsibility for safety is defirirom the Secretary to
the individual contributor. Each of these positions has clearly defined roles,
responsibilities, and authorities, designated in writing and understood by the
incumbent.

2.4. Ownership boundaries and authorities are clearly define@ atstitutional,
facility, and activity levels, and interface issues are actively managed.

2.5. Organizational functions, responsibilities, and authorities documents are
maintained current and accurate.

2.6. Reporting relationships, positional authority, staffingele and capability,
organizational processes and infrastructure, and financial resources are
commensurate with and support fulfillment of assigned or delegated safety
responsibilities.

2.7. All personnel understand the importance of adherence to standards.

2.8.Line managers provide ongoing reviews of performance of assigned roles and
responsibilities to reinforce expectations and ensure that key safety
responsibilities and expectations are being met.

2.9. Personnel at all levels of the organization are held accouritaldbortfalls in
meeting standards and expectations related to fulfilling safety responsibilities.
Accountability is demonstrated both by recognition of excellent safety
performers as well as identification of ldesinadequate performers. In holding
pele accountable, in the context of a just culture, managers consider individual
intentions and the organizational factors that may have contributed.



3. COMPETENCE COMMENSURATE WITH RESPONSIBILITIES Personnel

shall possess the experience, knowledge, skiil$ abilities that are necessary to

discharge their responsibilities.

3.1. People and their professional capabilities, experiences, and values are regarded
as the organizationdés most valuabl e asset
personal priority and tiemcommitment on recruiting, selecting, and retaining an
excellent technical staff.

3.2. The organization maintains a highly knowledgeable workforce to support a broad
spectrum of operational and technical decisions. Technical and safety expertise is
embedded ithe organization. Outside expertise is employed when necessary.

3.3.Individuals have irdepth understanding of safety and technical aspects of their
jobs.

3.4. Technical qualification standards are defined and personnel are trained
accordingly. Technical supporegsonnel have expevel technical
understanding. Managers have strong technical backgrounds in their area of
expertise.

3.5. Assignments of safety responsibilities and delegations of associated authorities
are made to individuals with the necessary techeigatrience and expertise. In
rare cases, if this is not possible, corrective and compensatory actions are taken.

3.6. The organization values and practices continuous learning, and requires
employees to participate in recurrent and relevant training and egesur
educational experiences to improve knowledge, skills, and abilities. Professional
and technical growth is formally supported and tracked to build organizational
capability.

3.7. Training to broaden individual capabilities and to support organizationaligar
is available and encouragédo appreciate the potential for unexpected
conditions; to recognize and respond to a variety of problems and anomalies; to
understand complex technologies and capabilities to respond to complex events;
to develop flexibilty at applying existing knowledge and skills in new situations;
to improve communications; to learn from significant industry and DOE events.

3.8. Mental models, practices, and procedures are updated and refreshed based on
new information and new understanding

39.Training effectively upholds management 0:
teaching knowledge and skills, trainers are adept at reinforcing requisite safety
values and beliefs.

3.10.Managers set an example for safety through their personal commitment to
cortinuous learning and by their direct involvement in heglality training that
consistently reinforces expected worker behaviors.

3.11.Managers encourage informal opinion leaders in the organization to model safe
behavior and influence peers to meet high statxda



4. BALANCED PRIORITIES Resources shall be effectively allocated to address
safety, programmatic, and operational considerations. Protecting the public, the
workers, and the environment shall be a priority whenever activities are planned and
performed.

4.1. Organization managers frequently and consistently communicate the safety
message, both as an integral part of the mission and as aakiaedheme.

4.2.Managers recognize that aggressive mission and production goals can appear to
send mixed signals on the ioance of safety. Managers are sensitive to detect
and avoid these misunderstandings, or to deal with them effectively if they arise.

4.3.The organization demonstrates a strong sense of mission and operational goals,
including a commitment to highly reliabtgerations, both in production and
safety. Safety and productivity are both highly valued.

4.4. Safety and productivity concerns both receive balanced consideration in funding
allocations and schedule decisions. Resource allocations are adequate to address
safdy. If funding is not adequate to ensure safety, operations are discontinued.

4.5. Staffing levels and capabilities are consistent with the expectation of maintaining
safe and reliable operations.

4.6. The organizational staffing provides sufficient depth and realuryto ensure
that all important safety functions are adequately performed.

4.7.The organization is able to build and sustain a flexible, robust technical staff and
staffing capacity. Pockets of resilience are established through redundant
resources so thatlaquate resources exist to address emergent issues. The
organization develops sufficient resources to rapidly cope and respond to
unexpected changes.

4.8.Key technical officials are assigned for long terms of service to provide
institutional continuity and catancy regarding safety requirements and
expectations. Organizational knowledge is valued and efforts are made to
preserve it when key players move on.

4.9. Systems of checks and balances are in place and effective at all levels of the
organization to make sutkat safety considerations are adequately weighed and
prioritized.

4.10.Safety and quality assurance positions have adequate organizational influence.

4.11.Adequate resources are allocated for safety upgrades and repairs to aging
infrastructure. Modern infrastruatiand new facility construction are pursued to
improve safety and performance over the long term.



5.

IDENTIFICATION OF SAFETY STANDARDS AND REQUIREMENTS

Before work is performed, the associated hazards shall be evaluated and an agreed

upon set of safetyastdards and requirements shall be established which, if properly

implemented, will provide adequate assurance that the public, the workers, and the
environment are protected from adverse consequences.

5.1. Facilities are designed, constructed, operated, magdaand decommissioned
using consensus industry codes and standards, where available and applicable, to
protect workers, the public, and the environment.

5.2. Applicable requirements from laws, statutes, rules and regulations are identified
and captured so thaompliance can be planned, expected, demonstrated, and
verified.

5.3.Clear, concise technical safety directives are centrally developed, where
necessary, and are based on sound engineering judgment and data. DOE
directives and technical standards are adtivehintained up to date and
accurate.

5.4. A clearly-defined set of safety requirements and standards is invoked in
management contracts, or similar agreements. An accepted process is used for
identification of the appropriate set of requirements and standdridsset of
requirements is comprehensive and includes robust quality assurance, safety, and
radiological and environmental protection requirements.

5.5.Implementing plans, procedures and protocols are in place to translate
requirements into action by the ilementing organization.

5.6. Technical and operational safety requirements clearly control the safe operating
envelope. The safety envelope is clearly specified and communicated to
individuals performing operational tasks.

5.7. Exemptions from applicable technicalfety requirements are both rare and
specific, provide an equivalent level of safety, have a compelling technical basis,
and are approved at an appropriate organizational level.

5.8. Compliance with applicable safety and technical requirements is expected and
verified.

5.9. Willful violations of requirements are rare, and personnel and organizations are
held strictly accountable in the context of a just culture. Unintended failures to
follow requirements are promptly reported, and personnel and organizations are
given credit for seHidentification and reporting of errors.

5.10.The organization actively seeks continuous improvement to safety standards and
requirements through identification and sharing of effective practices, lessons
learned, and applicable safety reseafldie organization is committed to
continuously rising standards of excellence.

HAZARD CONTROLS TAILORED TO WORK BEING PERFORMED

Administrative and engineering controls to prevent and mitigate hazards shall be

tailored to the work being performed and agated hazards.

6.1. Work hazards are identified and controlled to prevent or mitigate accidents, with
particular attention to high consequence events with unacceptable consequences.
Workers understand hazards and controls before beginning work activities.

1C



6.2. Theselection of hazard controls considers the type of hazard, the magnitude of
the hazard, the type of work being performed, and theyifde of the facility.
Controls are designed and implemented commensurate with the inherent level
and type of hazard.

6.3. Sakty analyses identifying work hazards are comprehensive and based on sound
engineering judgment and data.

6.4. Defense in depth is designed into highbzardous operations and activities, and
includes independent, redundant, and diverse safety systems, vehioit a
overly complex. Defense in depth controls include engineering controls,
administrative processes, and personnel staffing and capabilities.

6.5. Emphasis is placed on designing the work and/or controls to reduce or eliminate
the hazards and to prevent @ents and unplanned releases and exposures.

6.6. The following hierarchy of defense in depth is recognized and applied: (1)
elimination or substitution of the hazards, (2) engineering controls, (3) work
practices and administrative controls, and (4) persaoéqtive equipment.
Inherently safe designs are preferred over ones requiring engineering controls.
Prevention is emphasized in design and operations to minimize the use of, and
thereby possible exposure to, toxic or hazardous substances.

6.7. Equipment is cosistently maintained so that it meets design requirements.

6.8. Safety margins are rigorously maintained. Design and operating margins are
carefully guarded and changed only with great thought and care. Special
attention is placed on maintaining defeise&ept.

6.9. Organizations implement hazard controls in a consistent and reliable manner.
Safety is embedded in processes and procedures through a functioning formal
integrated safety management system. Facility activities are governed by
comprehensive, efficientjgh-quality processes and procedures.

6.10.Hazard controls are designed with an understanding of the potential for human
error. Errorlikely situations are identified, eliminated, or mitigated. Existence of
known errorlikely situations is communicated to workeprior to commencing
work along with planned mechanisms to assure their safety.

. OPERATIONS AUTHORIZATION The conditions and requirements to be

satisfied for operations to be initiated and conducted shall be clearly established.

7.1. Formal facility authorizaon agreements are in place and maintained between
owner and operator.

7.2.Readiness at the facility level is verified before hazardous operations commence.
Preoperational reviews confirm that controls are in place for known hazards.

7.3. Facility operations peasinel maintain awareness of all facility activities to
ensure compliance with the established safety envelope.

7.4.Work authorization is defined at the activity level. The work authorization
process verifies that adequate preparations have been completativgorkhcan
be performed safely. These preparations include verifying that work methods and
requirements are understood; verifying that work conditions will be as expected
and not introduce unexpected hazards; and verifying that necessary controls are
implemented.

11



7.5. The extent of documentation and level of authority for work authorization is
based on the complexity and hazards associated with the work.

12



8. INDIVIDUAL ATTITUDE AND RESPONSIBILITY FOR SAFETY Every

individual accepts responsibility for safe missp®rformance. Individuals

demonstrate a questioning attitude by challenging assumptions, investigating

anomalies, and considering potential adverse consequences of planned actions. All

employees are mindful of work conditions that may impact safety, aistl @sch

other in preventing unsafe acts or behaviors.

8.1. Individuals understand and demonstrate responsibility for safety. Safety and its
ownership are apparent in everyone's actions and deeds. Workers are actively
involved in identification, planning, anchprovement of work and work
practices. Workers follow approved procedures. Workers at any level can stop
unsafe work or work during unexpected conditions.

8.2.Individuals promptly report errors and incidents. They feel safe from reprisal in
reporting errorsiad incidents; they offer suggestions for improvements

8.3.Individuals are mindful of the potential impact of equipment and process failures;
they are sensitive to the potential of faulty assumptions and errors, and
demonstrate constructive skepticism. Theprapiate that mindfulness requires
effort.

8.4.Individuals recognize that errors and imperfections are likely to happen. They
recognize the limits of foresight and anticipation, and watch for things that have
not been seen before. They appreciate that-&kely situations are predictable,
manageable, and preventable, and seek to identify and eliminate latent conditions
that give rise to human performance errors.

8.5. Individuals cultivate a constructive, questioning attitude and healthy skepticism
when it comesa safety. Individuals question deviations, and avoid complacency
or arrogance based on past successes. Team members support one another
through both awareness of each otherds ac
necessary.

8.6.Individuals are aware of andwateract human tendencies to simplify
assumptions, expectations, and analysis. Diversity of thought and opposing views
are welcomed and considered. Intellectual curiosity is encouraged.

8.7.Individuals are intolerant of conditions or behaviors that have ttemfial to
reduce operating or design margins. Anomalies are thoroughly investigated,
promptly mitigated, and periodically analyzed in the aggregate. The bias is set on
proving work activities are safe before proceeding, rather than proving them
unsafe beadre halting. Personnel do not proceed and do not allow others to
proceed when safety is uncertain.

8.8. Individuals outside of the organization (including subcontractors, temporary
employees, visiting researchers, vendor representatives, etc.) understand their
safety responsibilities.

13



9. OPERATIONAL EXCELLENCE Organizations achieve sustained, high levels of
operational performance, encompassing all DOE and contractor activities to meet
mission, safety, productivity, quality, environmental, and other objectivgls- H
reliability is achieved through a focus on operations, conservative degisaiimg,
open communications, deference to expertise, and systematic approaches to eliminate
or mitigate erroklikely situations.
9.1.Line managers are in close contact with tloatitine; they pay attention to real

time operational information. Maintaining operational awareness is a priority.
Line managers identify critical performance elements and monitor them closely.

9.2. Operational anomalies, even small ones, get prompt attetobevaluatioii
this allows early detection of problems so necessary action is taken before
problems grow.

9.3.Individuals are systematic and rigorous in making informed decisions that
support safe, reliable operations. Workers are expected and authottizkel to
conservative actions when faced with unexpected or uncertain conditions. Line
managers support and reinforce conservative decisions based on available
information and risks.

9.4. Candid dialogue and debate and a healthy skepticism are encouraged wilyen safet
issues are being evaluated. Differing professional opinions are welcomed and
respected. Robust discussion and constructive conflict are recognized as a natural
result of diversity of expertise and experience.

9.5.Line managers regularly and promptly commatgcimportant operational
decisions, their basis, expected outcomes, potential problems, and planned
contingencies.

9.6. Organizations know the expertise of their personnel. Line managers defer to
qualified individuals with relevant expertise during operatiapelet conditions.
Qualified and capable people closest to the operational upset are empowered to
make important decisions, and are held accountable justly.

9.7. Operations personnel are held to high standards of both technical understanding
and detailed taskriented performance. Operations personnel provide reliable
and consistent responses to expected occurrences. Flexible responses to
unexpected occurrences are based on continuous preparation and training.
Formality and discipline in operations is valued.

9.8. Organizational systems and processes are designed to provide layers of defenses,
recognizing that people are fallible. Prevention and mitigation measures are used
to preclude errors from occurring or propagating. Elikaly situations are
sought out andarrected, and recurrent errors are carefully examined as
indicators of latent organizational weaknesses. Managers aggressively correct
latent organizational weaknesses and measure the effectiveness of actions taken
to close the gaps.

14



10.OVERSIGHT FOR PERFORM ANCE ASSURANCE Competent, robust, periodic

and independent oversight is an essential source of feedback that verifies

expectations are being met and identifies opportunities for improvement.

Performance assurance activities verify whether standards andreaoents are

being met. Performance assurance through conscious, directed, independent reviews

at all levels brings fresh insights and observations to be considered for safety and

performance improvement.

10.1.Performance assurance consists of robust, freqardtindependent oversight,
conducted at all levels of the organization. Performance assurance includes
independent evaluation of performance indicators and trend analysis.

10.2.Performance assurance programs are guided by plans that ensure a base level of
relevant areas are reviewed. Assessments are performed against established
requirements (such as those defined in Criteria and Review Approach
Documents).

10.3.Efficient redundancy in monitoring is valued; higher levels of redundancy are
recognized as necessary fogher risk activities.

104Per f or mance Assurance includes a diversi
ensure completeness and to avoid complacency. A mix of internal and external
oversight reviews reflects an integrated and balanced approach. This balance i
periodically reviewed and adjusted as needed.

10.5.The insights and fresh perspectives provided by performance assurance
personnel are valued.

10.6.0rganizational feedback is actively sought to make performance assurance
activities more valuadded.

10.7.Complete, acaate, and forthright information is provided to performance
assurance organizations.

10.8.Results from performance assurance activities are effectively integrated into the
performance improvement processes, such that they receive adequate and timely
attention.Linkages with other performance monitoring inputs are examined,
high-quality causal analyses are conducted, as needed, and corrective actions are
tracked to closure with effectiveness verified to prevent future occurrences.

10.9.Line managers throughout the argzation set an example for safety through
their direct involvement in oversight activities and associated performance
improvement.

10.10. Senior line managers are periodically briefed on results of oversight group
activities to gain insight into organization@@rformance and to direct needed
corrective actions.

10.11. Periodic ISM reviews, assessments, and verifications are conducted and used
as a basis for ISM program adjustments and implementation improvements.

15



11.ORGANIZATIONAL LEARNING FOR PERFORMANCE IMPROVEMENT

The organization demonstrates excellence in performance monitoring, problem

analysis, solution planning, and solution implementation. The organization

encourages openness and trust, and cultivates a continuous learning environment.

11.1.The organization activelgnd systematically monitors performance through
multiple means, including leader wagkounds, issue reporting, performance
indicators, trend analysis, benchmarking, industry experience reviews, self
assessments, and performance assessments. Feedbacarfoas sources is
integrated to create a full understanding.

11.2.Processes are established to identify and resolve latent organizational
weaknesses that can aggravate relatively minor events if not corrected. Linkages
among problems and organizational issaresexamined and communicated.

11.3.0pen communications and teamwork are the norm. People are comfortable
raising and discussing questions or concerns. Good news and bad news are both
valued and shared.

11.4.A high level of trust is established in the organizat®eporting of individual
errors is encouraged and valued. A variety of methods are available for personnel
to raise safety issues, without fear of retribution.

11.5.0rganization members convene to swiftly uncover lessons and learn from
mistakes.

11.6.Frequent incidet reviews are conducted promptly after an incident to ensure
data quality to identify improvement opportunities.

11.7.Operating experience is highly valued, and the capacity to learn from
experience is well developed. The organization regularly examinesand le
from operating experiences, both internal and in related industries.

11.8.Expertise in causal analysis is applied effectively to examine events and
improve safe work performance. Higjuality causal analysis is the norm. Causal
analysis is performed on aagled approach for major and minor incidents, and
nearmisses, to identify causes and follayw actions. Even small failures are
viewed as windows into the system that can spur learning.

11.9.Performance improvement processes encourage workers to offer inpovati
ideas to improve performance and to solve problems.

11.10. Line managers are actively involved in all phases of performance monitoring,
problem analysis, solution planning, and solution implementation to resolve
safety issues.

11.11. Vigorous corrective and improvemigaction programs are in place and
effective. Rapid response to problems and closeout of issues ensures that small
issues do not become large ones. Managers are actively involved to balance
priorities to achieve timely resolutions.
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ISM Manual Matrix Temp late Used for Evaluation of Each

Culture Model
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18



10.6

10.7

10.8

10.9
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(Draft) Safety Culture Attributes
Identified by the Task Team

This section identifies the attributes identified by The Team along with the number
scheme used in this document to correlate these attributes with those in ISMS.

1 Line Management Responsibility
1.1 Clear expetations and accountability
1.2 Management engagemaridtime in field
1.3 Conservative decisiomaking
1.4 Open communicatidraising issuefn an environment free from retribution
1.5 Demonstrated safety leadership
1.6 Staff recruitmentselection,retention, &develgpment
2 Worker Involvement
21Personal commitment to everyoneds safety
2.2 Teamwork and mutual respect
2.3 Participation in work planning and improvement
2.4 Mindful of hazards and controls
3 Learning Organization
3.1 Performance mdtoring through multiple means
3.2 Use of operabnal experience
3.3 Trust
3.4 Questioning attitude
3.5 Reporting errors and prabhs
3.6 Effectiveresolution of reported problems
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Task Team Attributes/ISMS Attributes Crosswalk

This section identifies the cultural attribute identified by The Team and includéesdre
ISMS attributesThis helps to define attributes identified by The Team with already
existing ISMS attributes.

1. Leadership
1.1Clear expectations and accountability

2.8 Line managers provide ongoing reviews of performance of assigned roles and
regonsibilities to reinforce expectations and ensure that key safety responsibilities
and expectations are being met.

2.9 Personnel at all levels of the organization are held accountable for shortfalls in
meeting standards and expectations related to findfidafety responsibilities.
Accountability is demonstrated both by recognition of excellent safety performers as
well as identification of lesthanadequate performers. In holding people
accountable, in the context of a just culture, managers consitiéidiral intentions

and the organizational factors that may have contributed.

5.9 Willful violations of requirements are rare, and personnel and organizations are
held strictly accountable in the context of a just culture. Unintended failures to
follow requirements are promptly reported, and personnel and organizations are
given credit for seHdentification and reporting of errors.

1.2 Management engagement and time in field

9.1 Line managers are in close contact with the flioet they pay attention teeal

time operational information. Maintaining operational awareness is a priority. Line
managers identify critical performance elements and monitor them closely.

1.4 Line managers spend time on the floor. Line managers practice visible leadership
inthef el d by placing Aeyes on the problem,o
standards and positive behaviors. Deviations from expectations are corrected

promptly and, when appropriate, analyzed to understand why the behaviors occurred.

3.10 Managers set axample for safety through their personal commitment to

continuous learning and by their direct involvement in fgghlity training that

consistently reinforces expected worker behaviors.

1.3 Conservative decision making

9.3 Individuals are systematic angorous in making informed decisions that
support safe, reliable operations. Workers are expected and authorized to take
conservative actions when faced with unexpected or uncertain conditions. Line
managers support and reinforce conservative deciseselon available
information and risks.

8.7 Individuals are intolerant of conditions or behaviors that have the potential to
reduce operating or design margins. Anomalies are thoroughly investigated,
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promptly mitigated, and periodically analyzed in thgragate. The bias is set on
proving work activities are safe before proceeding, rather than proving them unsafe
before halting. Personnel do not proceed and do not allow others to proceed when
safety is uncertain.

1.4 Open communication/raising issues ineavironment free from retribution

8.2 Individuals promptly report errors and incidents. They feel safe from reprisal in
reporting errors and incidents; they offer suggestions for improvements

11.4 A high level of trust is established in the organizataporting of individual

errors is encouraged and valued. A variety of methods are available for personnel to
raise safety issues, without fear of retribution.

1.5Demonstrated safety leadership.

1.1 Line managers (from the Secretary to the DOE cognizan¢t@dal Officer to

the DOE Field Office Manager to the Contractor Senior Manager to theliftent
worker) understand and accept their safety responsibilities inherent in mission
accomplishment. Line managers do not depend on supporting organizatod to
safety into line management work activities.

1.2 Line managers have a clear understanding of their work activities and their
performance objectives, and how they will conduct their work activities safely and
accomplish their performance objectives.

1.3 Line managers demonstrate their commitment to safetylebapline managers

are the leading advocates of safety and demonstrate their commitment in both word
and action. Line managers periodically take steps to reinforce safety, including
personal \8its and walkthroughs to verify that their expectations are being met.

4.3 The organization demonstrates a strong sense of mission and operational goals,
including a commitment to highly reliable operations, both in production and safety.
Safety and produivity are both highly valued.

9.1Line managers are in close contact with the ftom; they pay attention to real

time operational information. Maintaining operational awareness is a priority. Line
managers identify critical performance elements anditmothem closely.

1.6 Staff recruitment, selection, retention, & development

3.6 The organization values and practices continuous learning, and requires
employees to participate in recurrent and relevant training and encourages
educational experiences toprove knowledge, skills, and abilities. Professional and
technical growth is formally supported and tracked to build organizational capability.
3.7 Training to broaden individual capabilities and to support organizational learning
is available and encougadi to appreciate the potential for unexpected conditions;

to recognize and respond to a variety of problems and anomalies; to understand
complex technologies and capabilities to respond to complex events; to develop
flexibility at applying existing knovedge and skills in new situations; to improve
communications; to learn from significant industry and DOE events.
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3.1People and their professional capabilities, experiences, and values are regarded as
t he organizati onds mo sltleadera placeaakhigrepersogas et s. O
priority and time commitment on recruiting, selecting, and retaining an excellent
technical staff.

3.2The organization maintains a highly knowledgeable workforce to support a broad
spectrum of operational and technical dems. Technical and safety expertise is
embedded in the organization. Outside expertise is employed when necessary.

4.7 The organization is able to build and sustain a flexible, robust technical staff and
staffing capacity. Pockets of resilience are dithéd through redundant resources

so that adequate resources exist to address emergent issues. The organization
develops sufficient resources to rapidly cope and respond to unexpected changes.

2. Worker Involvement

l17Per sonal commitmeynt to everyoneds saf

2.1 Responsibility and authority for safety are well defined and clearly understood as
an integral part of performing work.

2.3The line of authority and responsibility for safety is defined from the Secretary to
the individual contributor. Each dfi¢se positions has clearly defined roles,
responsibilities, and authorities, designated in writing and understood by the
incumbent.

8.8 Individuals outside of the organization (including subcontractors, temporary
employees, visiting researchers, vendoresentatives, etc.) understand their safety
responsibilities.

9.6 Organizations know the expertise of their personnel. Line managers defer to
qualified individuals with relevant expertise during operational upset conditions.
Qualified and capable peopleskst to the operational upset are empowered to make
important decisions, and are held accountable justly.

1.8 Teamwork and mutual respect
11.3 Open communications and teamwork are the norm. People are comfortable
raising and discussing questions or conce@wd news and bad news are both
valued and shared.

1.9 Participation in work planning and improvement
8.1Individuals understand and demonstrate responsibility for safety. Safety and its
ownership are apparent in everyone's actions and deeds. Workacti\aely
involved in identification, planning, and improvement of work and work practices.
Workers follow approved procedures. Workers at any level can stop unsafe work or
work during unexpected conditions.

1.10 Mindful of hazards and controls
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2.2 0rgankational safety responsibilities are sufficiently comprehensive to address
the work activities and hazards involved.

6.1Work hazards are identified and controlled to prevent or mitigate accidents, with
particular attention to high consequence events wititceptable consequences.
Workers understand hazards and controls before beginning work activities.

8.3 Individuals are mindful of the potential impact of equipment and process failures;
they are sensitive to the potential of faulty assumptions and earatslemonstrate
constructive skepticism. They appreciate that mindfulness requires effort.

3. Learning Organization

3.1Performance monitoring through multiple means

1.5 Line managers maintain a strong focus on the safe conduct of work activities.
Line managers maintain awareness of key performance indicators related to safe
work accomplishment, watch carefully for adverse trends or indications, and take
prompt action to understand adverse trends and anomalies.

10.1 Performance assurance consists ofapliiequent, and independent oversight,
conducted at all levels of the organization. Performance assurance includes
independent evaluation of performance indicators and trend analysis.

10.9 Line managers throughout the organization set an example fiyrtbadeigh

their direct involvement in oversight activities and associated performance
improvement.

11.1 The organization actively and systematically monitors performance through
multiple means, including leader wadkounds, issue reporting, performance
indicators, trend analysis, benchmarking, industry experience reviews, self
assessments, and performance assessments. Feedback from various sources is
integrated to create a full understanding.

11.10 Line managers are actively involved in all phases obqmeaince monitoring,
problem analysis, solution planning, and solution implementation to resolve safety

issues.
3.2Use of operational experience

11.7 Operating experience is highly valued, and the capacity to learn from experience
is well developed. The oagization regularly examines and learns from operating
experiences, both internal and in related industries.

11.5 Organization members convene to swiftly uncover lessons and learn from

mistakes.

3.3Trust

11.4 A high level of trust is established in theasrigation. Reporting of individual
errors is encouraged and valued. A variety of methods are available for personnel to
raise safety issues, without fear of retribution.
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1.8 Credibility and trust are present and continuously nurtured. Line managers
reinforce perishable values of trust, credibility, and attentiveness. The organization is
justi that is, the line managers demonstrate an understanding that humans are fallible
and when mistakes are made, the organization seeks first to learn as opposed to
blame The system of rewards and sanctions is aligned with strong safety policies and
reinforces the desired behaviors and outcomes.

3.4 Questioning attitude

1.7Line managers are skilled in responding to employee questions in an open, honest

manner. They encoage and appreciate the reporting of safety issues and errors.

They do not discipline employees for the reporting of errors. They encourage a

vigorous questioning attitude toward safety, and constructive dialogues and

discussions on safety matters.

8.5Individuals cultivate a constructive, questioning attitude and healthy skepticism

when it comes to safety. Individuals question deviations, and avoid complacency or

arrogance based on past successes. Team members support one another through both
awarenessdach ot her6s actions and constructi ve

3.5Reporting errors and problems

11.4 A high level of trust is established in the organization. Reporting of individual
errors is encouraged and valued. A variety of methods are availabkr$onpel to
raise safety issues, without fear of retribution.

3.6 Effective resolution of reported problems

9.8 Organizational systems and processes are designed to provide layers of defenses,
recognizing that people are fallible. Prevention and mitigatieasures are used to
preclude errors from occurring or propagating. Ehialy situations are sought out

and corrected, and recurrent errors are carefully examined as indicators of latent
organizational weaknesses. Managers aggressively correct leganizational

weaknesses and measure the effectiveness of actions taken to close the gaps.
10.8Results from performance assurance activities are effectively integrated into the
performance improvement processes, such that they receive adequate and timely
attention. Linkages with other performance monitoring inputs are examinesd, high
guality causal analyses are conducted, as needed, and corrective actions are tracked to
closure with effectiveness verified to prevent future occurrences.

11.2Processes aretablished to identify and resolve latent organizational

weaknesses that can aggravate relatively minor events if not corrected. Linkages
among problems and organizational issues are examined and communicated.
11.6Frequent incident reviews are conducteanmptly after an incident to ensure

data quality to identify improvement opportunities.

11.11Vigorous corrective and improvement action programs are in place and

effective. Rapid response to problems and closeout of issues ensures that small issues
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do notbecome large ones. Managers are actively involved to balance priorities to
achieve timely resolutions.

11.8Expertise in causal analysis is applied effectively to examine events and improve
safe work performance. Highuality causal analysis is the normau3al analysis is
performed on a graded approach for major and minor incidents, anthissas, to

identify causes and followp actions. Even small failures are viewed as windows

into the system that can spur learning.

11.9Performance improvement proses encourage workers to offer innovative

ideas to improve performance and to solve problems.
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Task Team Key Elements

1 Line Management Responsibility

11 |12 |13 |14 |15 |16

1.2 X

1.3 X

1.4 X X

1.7 X

2.8 X

2.9 X

3.1

4.5

4.6

XX X[ X

4.7

9.3 X

11.1 X

11.3 X

11.4 X

2 Worker Involvement

21 |22 |23 [24

2.2 X

5.10 X

6.1

X
7.2 X
7.4 X

8.1 X X

11.3 X

3 Learning Organization

31 |32 |33 |34 |35 |36

17 X X

1.8 X

5.9 X

5.10 X

8.2 X

8.5 X

111 | X

11.4 X

11.5 X

11.7 X

11.10 X

11.11 X

! Mutual respect not addressed in ISMS.



VPP Tenets

The basic elements and selements of DOBR/PP are outlined below.

1.

Management Leadership

1.1.There is op-level management aomitment to occupational healdmdsafety
Top management involvement in health and safety related activitissbe
apparent to all employees.

1.2.Planning for safety and health must be péthe overall longgerm managemen
planning.

1.3. Responsibility for all aspects tiie safety and health program must be assigned
andcommunicated so that all managers, supervisorslim@meémployees know
what is expected of therResponsible personnelust have adequate authority
and resorces to perfornthe desired tasks.

1.4.Managers, supervisors, aathployees must be held accountable for meeting
theirassigned responsibilities, as demonstrated threugluation of employees
at all levels.

1.5. The safety and health prograhould be assessedmeetingthe goal and
objectives, so that those responsible can determine and implement any needed
changes.

Employee Involvement

2.1. Employees at all levereinvolvedin the structure and operation of the health
and safety programand in decisions thaiffect employee health and safety

2.2.Individual right to notify appropriate managers of hazaraaunslitions and
practicesEmployees Ave adequate training to recognize hazards, with
continued training provided as needed.

Worksite Analysis

3.1.Recognize and coecthazards as they arise

3.2. There should bessessmentand putine examination and analysis of hazards

3.3. Employeesallowed tonotify appropriate managemepérsonnel in writing about
conditions that appear hazard@umsl to receive timely and appropriaésponses
without fear of reprisal,

3.4. Accident/incident investigatiosystem that includes written procedures or
guidanceidentification of cause®ndprovides for preventive or corrective
actions.Root causesanalysis, and lessons learneitl be perfamed

3.5. Trend analyses must be conducted for all data accumuiatkst the health and
safety program (including injury anithess experience, inspection, and
employee reports dfazards) to help identify systemic problems that may not be
noticed when onlysolated incidents are considered.

Hazard Prevention and Control
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4.1.Hazards and potential hazaidentified in the worksite analysis must be
prevented ominimized by the implementation of effective controls and
measures.

4.2. Effective controls and measurgisall includemeans for eliminating or
controlling hazards are to Inmplemented in the following order: Process and/or
material substitutioEngineering controlssdministrative controlspersonal
protective equipment

4.3. Positive reinforcement, reorientati, and, when necessary, consistent, fair
disciplinary action

4.4. There nust be ongoing monitoring and preventive/predicthaintenance to
prevent workplace equipment from becomivagzardous.

4.5. A system must be in place for initiating and tracking hazaragcton in a
timely manner.

4.6.Emergency response procedures must be writtec@ndhunicated to all
employees.

. Healthand Safety Training

5.1.Know and understand the policies, rules, pratedures established to prevent
exposure to hazards.

5.2. Trainingfor health and safety must ensure that responsibilitiearaderstood, as
outlined below.
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VPP ISMS Matrix

Management Leadership

VPP |11 12 |13 |14 |15

1.1 X

1.3 X

2.1 X

2.9 X

5.9 X

11.10 X

Employee Involvement

VPP |21 |22

15

6.1 X

6.2

6.9

10.1

11.4

11.5

11.6

11.8

Worksite Analysis

VPP |31 [32 |33 |34 |35

3.7 X

5.10 X

6.1 X

6.3 X

8.2 X

9.8 X

10.1 X

10.8 X

111 | X X

11.4 X

11.5 X

11.8 X

11.11 X




Hazard Prevention and Control

VPP |41 |42 |43 |44 |45 |46

1.4 X

6.1 X

6.6 X

6.7 X

10.8 X

Health and Safety Training

VPP |51 |52
2.1 X
2.5 X
2.9 X
3.3 X

3.6 X

6.5 X

6.6 X

Note: Genaally high alignment of VPP tenets with ISMS.



DNFSB Tech 35, High Reliability Organizations

IDEAL ORGANIZATIONAL ATTRIBUTES

The following discussion highlightsnportant organizational attributes that DOE should
pursue and retain despite influenceshmcontrary. Information on complex, high

hazard activitiesvas usedor identifying an optimum set of primary attributes and
secondary characteristics needed to safely manage DOE's nuclear weapons, nuclear
materialsand nuclear waste operations. A tiighest level, DOE should establish and
maintainexcellence in nuclear safety standards, a proactive safety attitude;clesdd
science antkiechnology, reliable operations and nuclear facilities, adequate resources to
support nucleasafety, rigorous @rformance assuranoeetics, and public trust and
confidence. The moginportant attributes, from the Board's perspective, are in the
following functional areas:

1. Safety StandardsClear, concise technical safety directives based on sound
engineering fudamentals that are centrally developed, controlled, and verified form
an essential foundation for ensuring safe nuclear operations. These directives
comprise stringent quality assurance, nuclear safety bases, safety management, and
radiation protectiostandards. In addition, nuclear facilities must be built onbhsis
of robust designs, engineered safety features, and defense in depth usirapdodes
standards that clearly control the safe operating envelope.
1.1.Clear, concise technical safety directivestthre centrally developed and
controlled,and are based on sound engineering judgment and data

1.2. Technical specifications clearly control the safe operating envelope.

1.3. Stringent quality assurance, safety management, and radiological protection
requirements.

1.4.Clear roles, responsibilities, and authorities; clear organizational structure and
linesof authority

1.5. Deviations from technical standards are rare, compelling, and apprentrdily

1.6. Formal facility authorization agreements between owner and operator.

1.7.Continuously improve safety standards and practices through lessons learned and
safety research

2. Safety Attitude- A fundamental principle of a good safety attitude is the need to
prove that there is no unaddressed safety problem before work begins.|&etecs
need to be committed equally to the value of safety and productivity and not give
mixed signals about the importance of safety. A questioning attitude and constructive
skepticism that challenges conclusions need to be encouraged at all lekels of t
organization.
2.1.Prove that there is no safety problem before starting work.
2.2.Senior leaders are committed to the mission and are drivers of safety, especially

nuclear safety.

2.3. Rigorous adherence to safety standards and regulations.
2.4.Equal value of safety amatoductivity:.
2.5.Workers at any level can stop unsafe work
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2.6. Question deviances, and avoid institutional complacency or arrogance based on
pastsuccesses

2.7.Senior managers continuously stress safety of operations and individual
accountability for safety

2.8.Encaurage a questioning attitude and constructive skepticism; challenge
conclusions

2.9. Safety and its ownership are apparent in everyone's actions and deeds.

2.10. Respect for radioactive materials, criticality, and other hazards associated
with nuclear activities.

2.11. Timely and unfiltered alerts of problems and credible operational
informationthrough multiple paths of communication.

2.12. Self-reporting encouraged, and identification of safety errors/failures
rewarded

2.13. Strong sense of mission with balanced production andetkBafety
goalsneedamprovement.

. Technical ExcellenceTechnical excellence denotes that safety analyses aredrased

sound engineering judgment grounded in a solid science foundation, including

physics, chemistry, and nuclear technologies. Perstwawel inrdepth understanding

of both safety and technical aspects of the mission, and the organization sustains a

focus on nuclear safety research and testing.-iRiskmed decisions are derived

from test results, analysis, and experience

3.1. Robust facilitydesigns using established codes and standards.

3.2. Safety analysis based on sound engineering judgment and data.

3.3. Defense in depth designed into nuclear facilities, including independent,
redundantand diverse safety systems that are not overly complex.

3.4. Solid foundation of science and engineering, including physics, chemistry, and
nuclear technologies.

3.5. Technical support personnel have exevel technical understanding.

3.6. Senior managers have strong technical backgrounds.

3.7.Recurrent and relevant training.

3.8. Continuing focus on nuclear safety research and testing

3.9. Embedded technical and safety expertise

3.10. High priority on recruiting, selection, and eation of technical staff.

3.11. Complete system knowledge allows prompt anticipation or investigation
of systemproblems.

3.12. Personnel have idepth understanding of safety and technical aspects of
job.

3.13. Strong safety development and testing capability

3.14. Risk management tools integrated into decisions

3.15. Seek to identify safety problems ttzae not known or expected.
. Operational Ecellence- Robust nuclear facility safety systems are independent,

redundant, and diverse, but not overly complex. Defense in depth is designed into
nuclear facilities, and safety margins are carefully maintained. Operating hazards are
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controlled to prevet or mitigate accidents, and safety is embedded in processes and

procedures through a functioning formal safety management system

4.1.Hazards are controlled to prevent or mitigate accidents.

4.2. Adherence to technical procedures (or stopping and correctingdpireges a
fundamental expectation.

4.3. Nuclear facility construction follows rigorous quality assurance, configuration
management, and safety practices.

4.4. Systems and equipment maintained in accordance with the facility design

4.5. Managers maintain awarenegoperational conditions/issues.

4.6. Operations are prepared and ready to operate safely prior to independent
readinesseviews

4.7.Readiness verified before starting hazardous work

4.8. Flexible response to efformal and emergency events through relentless
prepaationand training.

4.9. Safety embedded in processes and procedures through a functioning formal ISM
system.

4.10.Aggressive reporting and evaluation of occurrences, deviations, etc.

4.11.Decentralized operational authority during-nffrmal events.

4.12.0perations persoel held to a high standard of technical understanding, not just

taskorientedtraining
4.13.Safety margins are carefully maintained

. Safety ResourcesSafety issues must have equal status with productivity in funding

and schedule priorities. Resowshould be available for safety upgradesrapdirs

to aging infrastructure. Modern infrastructure is maintained, and new facility

construction is started as needed. There should be sufficient organizational

redundancy to manage and oversee safety peafoce independently.

5.1. Safety issues and productivity carry equal weight for funding allocations and
schedule flexibility

5.2. Resources available for safety upgrades and repaaging infrastructure.

5.3. Continuity/constancy of key technical officials

5.4. Safety psitions have adequate organizational influence

5.5. Sufficient redundancy in organizational safety functions

5.6. Modern infrastructure and new facility construction are funded.

5.7. System of priority checks and balances from top to bottom.

5.8.Independently funded sajetesearch

. Performance Assurane€Competent, robust, frequent, and centralized oversight is

foundation for excellence in performance assurance. Readiness is verified before

hazardous operations commence. A performance assurance program is established

predict and prevent accidents, using realistic performance indicators and trend

analysis. Rapid response to problems and closeout of issues can ensure that small

issues do not become large anes

6.1. Robust, frequent, and independent oversight

6.2. DOE/NNSA mangers actively involved in safety issues and performance
assurance.
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6.3. Rapid response to problems and closeout of issues

6.4. High-quality rootcause analysis.

6.5. Performance is tracked based on valid indicators and robust trend anakdss
improvement.

6.6. Performane oversight at all levels

6.7.Learn using a feedback and improvement program designed to capture industry
wide lessons.

6.8. Readiness for highisk activities verified by DOE/NNSA.

6.9. Decentralized assessment and corrective action programs

6.10.Linkages among problenasd organizational issues are examined.

6.11.Centralized verification of compliance with safety and techmaglirements

6.12.Robust assessment and corrective action programs, including effective tracking
of issues
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DNFSB Ideal Organizational Attribut es

1. Safety Standards

1.1

1.2

1.3

15

1.6

1.7

2.3

5.4

X

5.5

5.6

5.7

5.10

7.1

2. Safety Attitude

2.1

2.3

2.4

2.5

2.6

2.7

2.8

2.9

2.10

2.11

212 | 2.13

1.3

1.7

1.8

2.7

2.9

4.1

4.2

4.3

5.9

6.1

8.1

8.2

8.5

8.7

9.5

114

3. Technical Excellence

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

3.11

3.12

3.13

3.14| 3.15

3.1

3.2

3.3

3.4

3.5

3.6

5.1

5.2

5.3
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5.10

6.4

6.10

7.2

8.4

9.8

X X[ XX

4. Operational Excellence

4.1

4.2

43 |44 |45

4.6

4.7 148 | 4.9

4.10

4.11

4.12

4.13

3.3

6.1

X

6.7

6.8

6.9

7.2

8.1

8.2

9.1

9.7

5. Safety Resources

5.1

5.2

53 |54

5.5

5.6

5.7

5.8

4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

4.10

411

X

6. Performance Assurance

6.1

6.2

6.3 |64

6.5

6.6 | 6.7

6.8

6.9

6.10

6.11

6.12

3.7

5.2

5.8

7.2

9.8

10.1
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10.8

10.9

10.10

10.11

11.1

11.11
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|IAEA SAFETY CULTURE CHARACTERISTICS AND
ATTRIBUTES

1. Safety is a clearlyacognized value

1.1. The high priority given to safety is shown in documentation, communications
and decision making.

1.2. Safety is a primary consideration in the allocation of resources.

1.3. The strategic importance of safety is reflected in the business plan.
1.4.Individuals are convinced that safety and production go hand in hand.
1.5. A proactive and long term approach to safety issues is shown in detialong.

1.6. Safety conscious behaviour is socially accepted and supported (both formally and
informally).

2. Leadershipdr safety is clear
2.1. Senior management is clearly committed to safety
2.2. Commitment to safety is evident at all management levels

2.3. There is visible leadership showing the involvement of management in safety
related activities

2.4. Leadership skills are systentatly developedManagement ensures that there
are sufficient and competent individuals

2.5. Management seeks the active involvement of individuals in improving safety
2.6. Safety implications are considered in the change management processes

2.7.Management shows continual effort to strive for openness and good
communication throughout the organization

2.8. Management has the ability to resolve conflicts as necessary
2.9. Relationships between management and individuals are built on trust
3. Accountability for safety islear

3.1. An appropriate relationship with the regulatory body exists that ensures that the
accountability for safety remains with the licensee
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3.2.Roles and responsibilities are clearly defined and understood
3.3.There is a high level of compliance with regulasand procedures

3.4. Management delegates responsibility with appropriate authority to enable clear
accountabilities to be established

35.60wnershipb6 for safety is evident at al/l
individuals

. Safety is integrated into altavities
4.1. Trust permeates the organization

4.2. Consideration for all types of safety, including industrial and environmental
safety and security, is evident

4.3. The quality of documentation and procedures is good
4.4. The quality of processes, from planning t@lamentation and review, is gaod

4.5. Individuals have the necessary knowledge and understanding of the work
processes

4.6. Factors affecting work motivation and job satisfaction are considered

4.7.Good working conditions exist with regard to time pressures, wadkand
stress

4.8.There is cros$unctional and interdisciplinary cooperation and teamwork
4.9. Housekeeping and material conditions reflect commitment to excellence
. Safety is Learning Driven

5.1. A gquestioning attitude prevails at all organizational levels

5.2. Openreporting of deviations and errors is encouraged

5.3.Internal and external assessments, includingassléssments, are used

5.4. Organizational and operating experience (both internal and external to the
facility) are used

5.5. Learning is facilitated through ¢hability to recognize and diagnose deviations,
to formulate and implement solutions and to monitor the effects of corrective
actions

5.6. Safety performance indicators are tracked, trended and evaluated and acted upon
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5.7.There is systematic development ofiindual competences
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IAEA Safety Culture Characteristics and Attributes

1. Safety is a clearly recognized value.

11 |12 |13 |14 |15

1.6

1.3 X

2.1 X

2.2 X

2.6 X X

3.11

4.1 X

4.2 X

4.3 X

4.7 X

411 X X

6.9 X

8.1

8.5

2. Leadership for safety is clear.

21 |22 |23 |24 |25

2.6

2.7

2.8

2.9

11 X

1.3 X

1.4 X

1.7 X

1.8

3.1 X

3.9 X

3.10 X X

3.11 X

9.1

9.5

9.8

10.9 X

11.11

3. Accountability for safety is clear.

31 |32 |33 |34 |35
11 X
2.3 X
2.9 X
3.5 X
5.2 X
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5.8

8.1

X

4. Safety is integrated into all activities.

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

1.8

2.5

X

3.2

3.3

3.8

5.1

5.5

6.9

11.2

11.4

X

5. Safety is learning driven.

5.1

5.2

5.3

5.4

5.6

5.7

1.4

15

1.7

3.5

3.6

8.2

8.5

10.1

10.2

10.4

10.11

11.1

X[ X[ X[ X

11.3

11.5

11.7

11.8

11.1
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NRC Safety Conscious WorkEnvironment and Safety Culture
INTRODUCTION

The purpose of thisectionis to identify related safety culture attributesSaffety

Conscious Work EnvironmefBCWE). Applicable safety culture attributes can be
correlated with ISMS safety culture aftnies as well as safety culture attributes from
related programsHistorically, there has been some confusion about SCWE and safety
culture. The terms are often used interchangeably. They are, in fact, distinct but related

concepts. Inth€Eommi ssnoavy Jd4, 1989, APolicy Statem
Nuclear PoweODper ati ons, 0 safety culture is descrit
safety matters. o A strong safety -trstl ture is

f ocus. 0 Aude the safetgvergrodiction principle, procedural adherence,
and conservative decision making.

Empl oyeesd willingness to identify safety co
of a strong safety culture and is expected of all NRC licerssmbtheir contractors. A
SCWE is defined as an environment in which 0

concerns, both to their management and td®&, wi t hout f ear of r et al
SCWE SAFETY CULTURE ATTRIBUTES

The following list identifies the keattributes of SCWE that relate to safety culture.
These attributes are:
U Effective problem identification and resolution to include
A Managemenis promptly notified of concerns
A Promptprioritization, review, andresoltion of concerns
A Timely feedbacko problem identifier
A Questioning attitude and conservative actions
A Availability of alternative avenues to raise concerns
Employees are trained and accountable to meet SCWE expectations
Mutual respect and trust
Zero tolerance for harassment, intimidatimtaliation, and discrimination
Open communication
Self assessment

[ - entEN entEN enHiN enH

SCWE RELATED ISMS GUIDING PRINCIPLES AND ATTRIBUTES

The following attributes from the DOE ISM M 45014are related to the SCWE safety
culture attributes discussed above. The attribartes

1 Line managers demonstrate their commitment to safetyléieg line managers
are the leading advocates of safety and demonstrate their commitment in both
word and action. Line managers periodically take steps to reinforce safety,
including personalisits and walkthroughs to verify that their expectations are
being met.
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Line managers spend time on the floor. Line managers practice visible leadership
in the field by placing fnieyes on the prob
reinforcing standards and ptge behaviors. Deviations from expectations are
corrected promptly and, when appropriate, analyzed to understand why the
behaviors occurred.

Line managers maintain a strong focus on the safe conduct of work activities.
Line managers maintain awarenesgey performance indicators related to safe
work accomplishment, watch carefully for adverse trends or indications, and take
prompt action to understand adverse trends and anomalies.

Line managers throughout the organization set an example for safetyttlineirg
direct involvement in continuous learning by themselves and their followers on
topics related to technical understanding and safety improvement.

Line managers are skilled in responding to employee questions in an open, honest
manner. They encouragad appreciate the reporting of safety issues and errors.
They do not discipline employees for the reporting of errors. They encourage a
vigorous questioning attitude toward safety, and constructive dialogues and
discussions on safety matters.

Credibility and trust are present and continuously nurtured. Line managers
reinforce perishable values of trust, credibility, and attentiveness. The
organization is just that is, the line managers demonstrate an understanding that
humans are fallible and when mists are made, the organization seeks first to
learn as opposed to blame. The system of rewards and sanctions is aligned with
strong safety policies and reinforces the desired behaviors and outcomes.
Responsibility and authority for safety are well defiaed clearly understood as

an integral part of performing work.

The line of authority and responsibility for safety is defined from the Secretary to
the individual contributor. Each of these positions has clearly defined roles,
responsibilities, and authtigs, designated in writing and understood by the
incumbent.

Ownership boundaries and authorities are clearly defined at the institutional,
facility, and activity levels, and interface issues are actively managed.

Line managers provide ongoing reviews effprmance of assigned roles and
responsibilities to reinforce expectations and ensure that key safety
responsibilities and expectations are being met.

Personnel at all levels of the organization are held accountable for shortfalls in
meeting standards amopectations related to fulfilling safety responsibilities.
Accountability is demonstrated both by recognition of excellent safety performers
as well as identification of legseanadequate performers. In holding people
accountable, in the context of afuculture, managers consider individual

intentions and the organizational factors that may have contributed.

The organization values and practices continuous learning, and requires
employees to participate in recurrent and relevant training and encourages
educational experiences to improve knowledge, skills, and abilities. Professional
and technical growth is formally supported and tracked to build organizational
capability.
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Training effectively upholds management 0s
teachng knowledge and skills, trainers are adept at reinforcing requisite safety
values and beliefs.

Managers set an example for safety through their personal commitment to
continuous learning and by their direct involvement in fgghlity training that
consstently reinforces expected worker behaviors.

Managers encourage informal opinion leaders in the organization to model safe
behavior and influence peers to meet high standards.

Compliance with applicable safety and technical requirements is expected and
verified.

Willful violations of requirements are rare, and personnel and organizations are
held strictly accountable in the context of a just culture. Unintended failures to
follow requirements are promptly reported, and personnel and organizations are
givencredit for selfidentification and reporting of errors.

The organization actively seeks continuous improvement to safety standards and
requirements through identification and sharing of effective practices, lessons
learned, and applicable safety reseafdte organization is committed to
continuously rising standards of excellence.

Every individual accepts responsibility for safe mission performance. Individuals
demonstrate a questioning attitude by challenging assumptions, investigating
anomalies, and cardering potential adverse consequences of planned actions.
All employees are mindful of work conditions that may impact safety, and assist
each other in preventing unsafe acts or behaviors.

Individuals understand and demonstrate responsibility for s&afgty and its
ownership are apparent in everyone's actions and deeds. Workers are actively
involved in identification, planning, and improvement of work and work

practices. Workers follow approved procedures. Workers at any level can stop
unsafe work owork during unexpected conditions.

Individuals promptly report errors and incidents. They feel safe from reprisal in
reporting errors and incidents; they offer suggestions for improvements
Individuals are mindful of the potential impact of equipment adgss failures;

they are sensitive to the potential of faulty assumptions and errors, and
demonstrate constructive skepticism. They appreciate that mindfulness requires
effort.

Individuals recognize that errors and imperfections are likely to happen. They
recognize the limits of foresight and anticipation, and watch for things that have
not been seen before. They appreciate that-bkedy situations are predictable,
manageable, and preventable, and seek to identify and eliminate latent conditions
that gve rise to human performance errors.

Individuals cultivate a constructive, questioning attitude and healthy skepticism
when it comes to safety. Individuals question deviations, and avoid complacency
or arrogance based on past successes. Team membens snp@mother through
both awareness of each otherdés actions an
Individuals are aware of and counteract human tendencies to simplify
assumptions, expectations, and analysis. Diversity of thought and opposing views
are welcomed and considered. Intellectual curiosity is encouraged.
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Individuals are intolerant of conditions or behaviors that have the potential to
reduce operating or design margins. Anomalies are thoroughly investigated,
promptly mitigated, and periodicglhnalyzed in the aggregate. The bias is set on
proving work activities are safe before proceeding, rather than proving them
unsafe before halting. Personnel do not proceed and do not allow others to
proceed when safety is uncertain.

Individuals outside ofhe organization (including subcontractors, temporary
employees, visiting researchers, vendor representatives, etc.) understand their
safety responsibilities.

Operational anomalies, even small ones, get prompt attention and evailuation

this allows earlydetection of problems so necessary action is taken before
problems grow.

Individuals are systematic and rigorous in making informed decisions that support
safe, reliable operations. Workers are expected and authorized to take
conservative actions when fatwith unexpected or uncertain conditions. Line
managers support and reinforce conservative decisions based on available
information and risks.

Candid dialogue and debate and a healthy skepticism are encouraged when safety
issues are being evaluated. Diiifigy professional opinions are welcomed and
respected. Robust discussion and constructive conflict are recognized as a natural
result of diversity of expertise and experience.

Line managers regularly and promptly communicate important operational
decisionstheir basis, expected outcomes, potential problems, and planned
contingencies.

Organizations know the expertise of their personnel. Line managers defer to
gualified individuals with relevant expertise during operational upset conditions.
Qualified and cpable people closest to the operational upset are empowered to
make important decisions, and are held accountable justly.

Line managers throughout the organization set an example for safety through their
direct involvement in oversight activities and asated performance

improvement.

The organization demonstrates excellence in performance monitoring, problem
analysissolution planning, and solution implementation. The organization
encourages openneasd trust, and cultivates a continuous learning enaient.

The organization actively and systematically monitors performance through
multiple means, including leader wadkounds, issue reporting, performance
indicators, trend analysis, benchmarking, industry experience reviews, self
assessments, and perfance assessments. Feedback from various sources is
integrated to create a full understanding.

Open communications and teamwork are the norm. People are comfortable
raising and discussing questions or concerns. Good news and bad news are both
valued and shred.

A high level of trust is established in the organization. Reporting of individual
errors is encouraged and valued. A variety of methods are available for personnel
to raise safety issues, without fear of retribution.
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1 Organization members convene wifly uncover lessons and learn from
mistakes. Frequent incident reviews are conducted promptly after an incident to
ensure data quality to identify improvement opportunities.

1 Operating experience is highly valued, and the capacity to learn from experienc
is well developed. The organization regularly examines and learns from operating
experiences, both internal and in related industries.

1 Expertise in causal analysis is applied effectively to examine events and improve
safe work performance. Higluality causal analysis is the norm. Causal analysis
is performed on a graded approach for major and minor incidents, and near
misses, to identify causes and folleyy actions. Even small failures are viewed
as windows into the system that can spur learning.

1 Line managers are actively involved in all phases of performance monitoring,
problem analysis, solution planning, and solution implementation to resolve
safety issues.

1 Vigorous corrective and improvement action programs are in place and effective.
Rapid responstw problems and closeout of issues ensures that small issues do not
become large ones. Managers are actively involved to balance priorities to
achieve timely resolutions.

SCWE Safety Culture Elements

The below list identifies SCWE attributes and the hankey used in the following
matrix.

1.

Effective problem identification and resolution to include

1.1. Managemenis promptly notified of concerns

1.2. Promptprioritization review, andresoltion of concerns

1.3. Timely feedbacko problem identifier

1.4. Questioning attude and conservative actions

1.5. Availability of alternative avenues to raise concerns

Employees are trained and accountable to meet SCWE expectations
Mutual respect and trust

Zero tolerance for harassment, intimidation, retaliation, and discrimination
Open communication

Self assessment
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SCWE/ISMS Correlation Matrix
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HPI and Safety Culture

The DOE model of Human Performance Improvement (HPI) was derived from
performance improvement approaches adopted in the U.S. commercial nuclear power
industry and similar high performance demanding operstidpon initially

encountering the term Human Performance Improvement there is a tendency to think that
HPI is about people problems. The truth is quite different; the focus of HPI is on the
organization. HPI is rooted in the concept of high reliabdityanizations; those
organizations that continuously perform high risk activities while experiencing few
adverse events. These organizations have developed strong cultures, organizational
systems and processes designed to enable people to conductimrandosafely and
effectively. Individuals are trained and coached in performance behaviors and provided
tools necessary for their worKk. And even mo
and processes are designed to support performance and prerénttkat could be

triggered by inadvertent human action.

Just Culture

A critical element of HPI is testablish a just culture in an organization. A just culture
recognizes the distinction between errors and willful violations. Errors are simphyfpar
being human; those unintentional and reasonable acts, often called mistakes, to which we
are all subject. Willful violatios, on the other hand, are acts that intentionally

contravene established practices or requireméntsjust culture, line mawgers

demonstrate an understanding that humans are fallible and when mistakes are made, the
organization seeks first to learaherthanto blame. In a just culture employees are more
likely to report errors, neanisses, and errdikely situations behaiors that are essential

to help the organization learn and improve. Open communication and reporting helps
assure minor issues are being evaluated and addressed hafosequentiatvent

occurs. If a just culture does not exist in an organizatiorjragus improvement

cannot truly occur since or gogmactvat i onal Al ea

HPI Principles

HPI is based ofive principlesor underlying truth®f human performancezxcellence
in human performance can only be realized wihdividuals at all levels of the
organization accept these principles and embrace concepts and practices that support
them. These principles are the foundation blocks for the attributes described and
promoted in this document. Integrating these prinsipiéo management and leadership
practices, worker practices, and the organi z
instrumental in developing a working philosophy and implementing strategies for
improving human performance withamorganization The princples are:
1 People are fallible, and even the best people make mistakes.

1 Error-likely situations are predictable, manageable, and preventable.
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Individual behavior is influenced by organizational processes and values.

1 People achieve high levels of performamargely because of the encouragement
and reinforcement received from leaders, peers, and subordinates.

1 Events can be avoided through an understanding of the reasons mistakes occur
and application of the lessons learned from past events (or errors).

Workers, supervisors, and managers must believe thegrement adverse consequence

that might result from normal human errdihe assumptions, values, and beliefs people

cling to strongly usually unconsciouslynfluence the choices they make when they

encainter unanticipated situations or when procedure direction is vague or absent.

Influencing and managing thesalturalfactors to encourageh e or gani zati onos
membersto internalize the above principles is the central theme of leadership in human
performance improvementFocusi ng on the stationb6s shared
beliefs, and practicésthe culturd is, perhaps, the most effective way to maximize the

organi zati onodos Astagalture prarotestiostgrmne suecess o .

operations.

ISMS and HPI

The ISMS Guiding Principles identified in DOE M450L411/1/06) were updated to
includeorganizationatulture factorsin this latest revisiomttributes from the guiding
principles which describe or promote specific cultural attribw@esincluded in this
document These attributes should be reviewed and understo@Diyandcontractor
managemeniThe challenge for the organization is how to effectively implement these
principles to positively affect mission performandeditional disussion orwhich

guiding principle attributes apply amdw tocreate an organization that embodiesse
attributes is addressed later in this document.

Role of Management

The responsibility for creating and nurturinguat culturerestssquarely orthe

shoulders of line management. Extemganizationsuch as consultants, advisory

groups, oversight and assistance organizations and others definitely can be influential in
supporting gust culture. Line leadership, nevertheless, has the salgatibh and
accountability fojust culture.

Fostering the principles for a strong safety culture is one of the most challenging tasks
facing the management team. Leadership that sucdgssthievesajustculture will
most likely move arganizatiorto thenext levebf human performanc&ey
organizationabnd leadershipttributes that promote just culture include:

1 Recognize & promote HPI concepts of identifying eiikely situations &
strengthening defenses
Focus on lessons learned rather thamlaibs number of errors
Foster a learning environment
Recognize human potential for error
Trust-What 6s said gets done by management
Respect for the individual

= =4 =4 -8 -9
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1 Zero tolerance for harassment and retaliation

In most organizations workers face a conskat@incing act betweengauction and
prevention. Leaderave the primary responsibility to help workers keep safety
foremost and must be vigilant keepoperationsthe environment, and personnel safe.
Well-informed leadership at all levels of the angzation will ensure that the vision,
values, and beliefs (prevention centered attributes) do not conflict with the station
mission, goals, and processes (production centered attributes). Consistency and
alignment promote both production and preventiehdvior® together generating the
desired longerm results.

Production behaviortend tonaturally take
precedenceverprevention behaviors
unless there is a strong safety culéure
nurtured by strong leadership. Both
production and prevention
behaviors ee necessary for lorg
term success. But managers err
when theyassumepeople will besafe
Safety and prevention behaviors do not jugtBehavior
happen. They are vahgiven, and people N\
may not choose the conservative approach
because of the stronger productfonus of their immediate supervision or work

group.

Beliefs

Processes

Behavior

(Prevention)

Therefore)eadership is a defensé robust safety culture requires aggressive
leadership that emphasizes the principles and attributes of a strong safety culture.
Leadership is not optional. Sixdder behaviors that promote excellence in human
performance have been identified. Leaders act to influence both individual and
organizational performance in order to achieve high levels of facility safety and
performance through the following practices:

Facilitate open communication

Treat people fairly

Promote teamwork

Reinforce desired behaviors

Eliminate latent organizational weaknesses

Value theprevention ofevents and management of errors

oOuhrwWNE

Facilitate Open Communication

ISMS related attributes indie:
1 Line managers are skilled in responding to employee questions in an open, honest
manner. They encourage and appreciate the reporting of safety issues and errors.
They do not discipline employees for the reporting of errors. They encourage a
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vigorous gestioning attitude toward safety, and constructive dialogues and
discussions on safety matters.

Individuals understand and demonstrate responsibility for safety. Safety and its
ownership are apparent in everyone's actions and deeds. Workers are actively
involved in identification, planning, and improvement of work and work
practices. Workers follow approved procedures. Workers at any level can stop
unsafe work or work during unexpected conditions.

Individuals promptly report errors and incidents. They $aéé from reprisal in
reporting errors and incidents; they offer suggestions for improvements.

In almost all major accidents there was someone who knew something that if it had
been communicated in time to the right people could have prevented thenafrcioe

taking place. It is this knowledge that reinforces the dictum that communicatien is
mosteffective defense against significant events. Effective leaders work hard to root
out any obstacles to communication. The organizational atmospherpnomstte

open, candid conversations about safety. Leaders, no matter what positions they hold,
actively encourage others to identify erhiely situations and latent organizational
weaknesses.

Treat People Fairly

ISMS related attributes include:

T

Credibility and trust are present and continuously nurtured. Line managers
reinforce perishable values of trust, credibility, and attentiveness. The
organization is just that is, the line managers demonstrate an understanding that
humans are fallible and wh mistakes are made, the organization seeks first to
learn as opposed to blame. The system of rewards and sanctions is aligned with
strong safety policies and reinforces the desired behaviors and outcomes.

A high level of trust is established in the orgation. Reporting of individual

errors is encouraged and valued. A variety of methods are available for personnel
to raise safety issues, without fear of retribution.

Personnel at all levels of the organization are held accountable for shortfalls in
meethg standards and expectations related to fulfilling safety responsibilities.
Accountability is demonstrated both by recognition of excellent safety performers
as well as identification of legskanadequate performers. In holding people
accountable, in theontext of a just culture, managers consider individual
intentions and the organizational factors that may have contributed.

Willful violations of requirements are rare, and personnel and organizations are
held strictly accountable in the context of & jaglture. Unintended failures to

follow requirements are promptly reported, and personnel and organizations are
given credit for seldentification and reporting of errors.

Organizations know the expertise of their personnel. Line managers defer to
gualified individuals with relevant expertise during operational upset conditions.
Qualified and capable people closest to the operational upset are empowered to
make important decisions, and are held accountable justly.
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Certain processes can influence justuwe. Processsthat help improvdair treatment of
people and improvegkporting of errors include:

1 Root cause analysis identifies latent organizational weaknesses, as well as
individual contributors to human performance events

Multiple avenues availabl® communicate problems

Worker participation a part of event investigations

Worker involvement in ISMS

Coaching process used effectively to improve performance

The disciplinary process which ensures fair treatment of individuals involved with
making an eor

= =4 =4 -8 -9

If an individual believes his or her errors will be punished, then information related to
those errors will likely remain obscure. Ijuatenvironment, the likelihood that a

problem will be reported increases. Higérforming organizations do nptinish

employees who make mistakes while trying to do the right thing. Healthy organizations
view error as an opportunity to learn.

The fAblame cycled is urged on by the belief
people are not properly matted. In reality, no matter how motivated an individual is,

active errors will continue to occur, occasionally. Events will continue as long as event
investigations stop prematurely at the active human error. The true causes (typically
organizational waknesses) will not be discoverédtwill remain latent or hidden

and errors and events will persist.

Human
> | Error ‘
More flawed defenses Individual counseled
& error precursors and/or disciplined
A Blame . 4
Latent organizational CyC|e Reduced trust

weaknesses persist

& | 2

Management less Less
aware of jobsite communication

conditions ‘

A just environment is all about getting the balance right between how willful violations
and unintentional errors are addsed in the organization. All too often organizations

do not make clear the distinctions between errors and violations in the minds of workers.
In some organizations employees are named, blamed, shamed, and retrained based on
the consequence of theirtamn, not the intent of the action. If either the violation or

error they committed caused an accident or a mishap of some kind, they are disciplined
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but the same actions (both violations and errors) without a consequence are ignored or
allowed to slideWhat this means is that someone who inadvertently errs is held
accountable for their actions in the same fashion that someone who intentionally
performs work he/she knows is contrary to known standards.

A just organization clears the smoke in the air leetwerring and violating. To do so
management sets a zero tolerance policy for reckless cdnbadtacts we call

violations. Zero tolerance for violations is balanced by the belief and the widespread
confidence among the leadership that the vast niyjoirunintended unsafe acts will go
unpunished as honest errors, unintended departures from expected behavior, on the
part of the performer. There are proven methods to help organizations determine
culpability for serious incidences in which unsafesare involved.

Promote Teamwork

ISMS related attributes include:
1 Open communications and teamwork are the norm. People are comfortable
raising and discussing questions or concerns. Good news and bad news are both
valued and shared.

A safe atmospheris cultivated when people treat each other with honesty, fairness, and
respect. An atmosphere of camaraderie, teamwork and collaboration motivates
individuals to improve the effectiveness of the organization. Eventually, people
become more willing todheld accountable and they seek assistance by admitting to
and learning from mistakes.

People have difficulty seeing their own errors, especially when they are working alone.
Teamwork improves the ability of individual team members to collectively pteve
human performance problems. Because people are fallible, teamwork should make
individual thinking and reasoningsibleto the other members of the team. Dialogue
between members of a team gives each one the opportunity to challenge assumptions
and todetect team errors.

The following attributes for improving teamwork are applicable to teams working at
DOE facilities:

1 Ask Questionsi asking a series of questions to understand
what is happening with the facility

1 Advocatei expressing a concern, positjar solution and
making certain others understand what the individual knows

1 Take Initiative T taking the initiative to influence the behavior
of others, especially when it comes to the condition of the
physical plant (facility)

1 Manage Conflicti resolvingdifferences of opinion and
getting all information on the table to reach the best solution;
maintaining open communication channels among team
members
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1 Ciritigue Performance 1 learning from experience, identifying
what works well, and pinpointing what aressed
improvement

Reinforce Desired Behaviours

ISMS related attributes include:
1 Line managers spend time on the floor. Line managers practice visible leadership
in the field by placing fnieyes on the prob
reinforcing standardand positive behaviors. Deviations from expectations are
corrected promptly and, when appropriate, analyzed to understand why the
behaviors occurred.

Individual behaviors can influence just culture. Example individual behaviors that
promote just culturenclude:
1 Prompt reporting and evaluation of deficiencies and suggested improvements
1 Exhibit questioning attitude
1 Stopping in the face of uncertainty

Thereisadirectcausmde f f ect r el ati onship between a man
employee's behavigrecisely becaudaehavior is motivated by its consequences

Consequences, far more than training, directives, or threats, reinforce behavior. People

tend to seek and do things they like and avoid things they do not like. This is a

fundamental principlef human behavior. If people are to make a habit of applying

human performance tools, then positive consequences must be associated with their

behaviors.

Managers and leaders need to positively reinforce individuals who obtainradgied
results throug safe behaviors. IndividubEhaviors whicltut corners to get jobs done
on schedule and under budget at the expense of quality andmafasg because the
organization tacitly supports production over safety. Such behaviors will continue
unless saféehaviors are explicitly taught, modeled and reinford@dnsequences
either keep the behavior goingarange the behaviot.eaders should take time to
understand and learn how to use reinforcement to promote targeted behaviors.

1 All behavior that is ocurring in theorganizatiomow is the
result of consequences that are also occurring now. Similarly,
the organization is perfectly attuned to get the performance it is
getting, right now. All behavior is reinforced. If@sk
behavior is common, isibecause management hasautively
sought to reinforce proper behaviors.

Eliminate Latent Organizational Weaknesses

ISMS related attributes include:
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Individuals recognize that errors and imperfections are likely to happen. They
recognize the limitsfdoresight and anticipation, and watch for things that have

not been seen before. They appreciate that-&kedy situations are predictable,
manageable, and preventable, and seek to identify and eliminate latent conditions
that give rise to human perfoance errors.

Feedback from various sources is integrated to create a full understanding.
Processes are established to identify and resolve latent organizational weaknesses
that can aggravate relatively minor events if not corrected. Linkages among
problems and organizational issues are examined and communicated.

Organizational weaknesses show up as vulnerabilities, flaws, and defects in controls and
defenses (engineered, administrative, cultural, and oversight controls). Methodically
searching for andlieninating latent organizational weaknesses eliminates factors that
contribute to significant events.

Value the Prevention of Events and Management of Errors

ISMS related attributes include:

T

Operational anomalies, even small ones, get prompt attentobevaluatiofi

this allows early detection of problems so necessary action is taken before
problems grow. Individuals are systematic and rigorous in making informed
decisions that support safe, reliable operations. Workers are expected and
authorized tdake conservative actions when faced with unexpected or uncertain
conditions. Line managers support and reinforce conservative decisions based on
available information and risks.

The organization actively seeks continuous improvement to safety standdrds a
requirements through identification and sharing of effective practices, lessons
learned, and applicable safety research. The organization is committed to
continuously rising standards of excellence.

Work hazards are identified and controlled to prewemhitigate accidents, with
particular attention to high consequence events with unacceptable consequences.
Workers understand hazards and controls before beginning work activities.
Emphasis is placed on designing the work and/or controls to reduce mragdim

the hazards and to prevent accidents and unplanned releases and exposures.
The following hierarchy of defense in depth is recognized and applied: (1)
elimination or substitution of the hazards, (2) engineering controls, (3) work
practices and admirtigtive controls, and (4) personal protective equipment.
Inherently safe designs are preferred over ones requiring engineering controls.
Prevention is emphasized in design and operations to minimize the use of, and
thereby possible exposure to, toxic ordm@ous substances.

Hazard controls are designed with an understanding of the potential for human
error. Errorlikely situations are identified, eliminated, or mitigated. Existence of
known erroflikely situations is communicated to workers prior to comaonen

work along with planned mechanisms to assure their safety.

Individuals are mindful of the potential impact of equipment and process failures;
they are sensitive to the potential of faulty assumptions and errors, and
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demonstrate constructive skepticisiimey appreciate that mindfulness requires
effort.

Individuals cultivate a constructive, questioning attitude and healthy skepticism
when it comes to safety. Individuals question deviations, and avoid complacency
or arrogance based on past successes. freanbers support one another through
both awareness of each otherds actions
Individuals are intolerant of conditions or behaviors that have the potential to
reduce operating or design margins. Anomalies are thbhpugestigated,

promptly mitigated, and periodically analyzed in the aggregate. The bias is set on
proving work activities are safe before proceeding, rather than proving them
unsafe before halting. Personnel do not proceed and do not allow others to
proceed when safety is uncertain.

Operations personnel are held to high standards of both technical understanding
and detailed taskriented performance. Operations personnel provide reliable and
consistent responses to expected occurrences. Flexible respmnsexpected
occurrences are based on continuous preparation and training. Formality and
discipline in operations is valued.

Organizational systems and processes are designed to provide layers of defenses,
recognizing that people are fallible. Preventand mitigation measures are used

to preclude errors from occurring or propagating. Elik@aly situations are

sought out and corrected, and recurrent errors are carefully examined as indicators
of latent organizational weaknesses. Managers aggressoregct latent

organizational weaknesses and measure the effectiveness of actions taken to close
the gaps.

Organization members convene to swiftly uncover lessons and learn from
mistakes. Frequent incident reviews are conducted promptly after an incident
ensure data quality to identify improvement opportunities.

Operating experience is highly valued, and the capacity to learn from experience
is well developed. The organization regularly examines and learns from operating
experiences, both internal andrelated industries.

Expertise in causal analysis is applied effectively to examine events and improve
safe work performance. Higiuality causal analysis is the norm. Causal analysis

is performed on a graded approach for major and minor incidents, ard ne

misses, to identify causes and follayy actions. Even small failures are viewed

as windows into the system that can spur learning.

Given that humans make mistakes as part of our normal behavior, there will be errors

and events that occur in each ongation at some frequency. Errors, per se, should not

be the focus of concern. Rather, the focus should be on designing systems and processes
that are resilient to error. Ideally, an organization will proactively identify and address
errors without conspuence to understand the reliability of defenses thus avoiding the

pain of a real event. It is important that the organization realizes that errors will occur

and will look for circumstances in which organizational factors hinder good

performance or incraa the likelihood of error. A just culture is essential to create a

learning culture, and a learning culture is essential to create a highly reliable

organization; this is the fundamental objective for which management should strive.
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The attributes and meber key for HPI are:

©ooNOO

1. Promote teamwork
2.
3. People achieve high levels of performance largely because of the encouragement and

Mutual respect and trust

reinforcement received from leaders, peers, and subordiitaE® is psitive
recognition for employeesihw raise concern.
The organization recognizes the distinction betweelations ancerrors given the
context Line managers demonstrate an understanding that humans are fallible and
when mistakes are mad@dthe organization seeks first to learn as ggabto
blame.
Individual behavior is influenced by organizational processes and values.
People ardeld accountable in a fair way.
Management fosters a learning environment
The organizatioiocuseson lessons learned.
The organization recognizes trarorlikely situations are predictable, manageable,
and preventableEvents can be avoided through

9.1.1. Understanding the reasons mistakes occur

9.1.2. Application of the lessons learnedih past events (or errors)

9.1.3. By identifying errorlikely situations & strentipening defenses
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HPI/ISMS Correlation Matrix

HPl |1 2 3 4 5 6 I 8 9.1.119.1.2|9.1.3

1.6 X
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2.8 X

2.9 X X

3.7

x

3.10 X

5.10 X X
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10.8 X

11.3 | x

11.4 X
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INPO Principles for a Strong Nuclear Safety Culture and
ISMS

INTRODUCTION

The INPOfPrinciples for a Strong Nuclear Safety Cultudescribes the essential
attributes of a healthy nuclear safety culturee(r e a f t e u | 1ifer#hédarhegtic
commerciahuclear electric generating industry. The principles and assoecititdxites
described have a strong basi®perating experienc&hese principles anaktributes
have beemmbracedy the industryand have positivelinfluencel values, assumptions,
experiences, behaviors, beliefs, and noasishown in the figure belowPrinciples
describechre the main concept antdriébutes help clarify the intertf the principles.

U.S. Commercial Nuclear Industry
-- Number of Significant Events

Hﬂﬂﬂﬂﬂﬂﬂmmm

O\ major contributor to the U.S. industry® safety success is our collective approach to sharing

insights, experience, tools and talent. Highlighted as an industy goal nearly 29 years ago, this

cooperation has become a reality and one of the many things thanake this industry unique.O
James O. Ellig President and CEO, INP(
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A numberof watershed eventsver the years influenced teeeation of the INPO
Principles. ThreeMile Island Nuclear Statiohad nany fundamental problems involving
hardware, procedures, training, and attitudes toward safetggudtion. In 1986,the
Chernobyl accident resulted from many of the samaknesses that led to the Three

Mile Island accident. In addition, litighlighted the importance of maintaining design
configuration, planstatus control, line authority for reactor safety, and caltattributes
related to safetyl'he discovery of degradation of tbavisBesse Nuclear Power Station
reactor vessel hedudghlighted problems that develop when the safety environment at a
plant receives insufficient attention.

A commonthemein theseeventsis that, over time, problems crept in, often related to or

a direct result opoor safetyculture at the plant. Had these problems been recognized and
resolved, the events could have been prevented or their séessiyed. The series of
decisionsand actions that resulted in thesesnts can usuallgnd ultimatelybe traced to

the shared assumptions, values, beliefs of the organizatigror the culture

The INPO definition of afety culturés:  An or gani z abehawordé6s val ues a
modeled byts leaders and internalizéxy its member& that serve to make nuclear

safetythe overriding priority.Implied in this definition is the notion that the concept of

safety culture applies &very employee in the nuclear organization, from the board of

directorsto the individual contributor; that the focus is on nuclear safdtypugh the

same principles apply to radiological safety, indust#éty, and environmental safety;

and that nuclear safety is the fivgtiue adopted at a nuclear station andaver

abandonedThe strength of a facilityob6sbroadafety cul
continuum depending on the degree to which the attributessfety culture are

embraced.

A safetyconscious work environme(®CWE)(freedom to raise conagswithout fear of
retribution)has been addressed within the INPO principlessodnsidered a subset

the INPOnuclear safety cultungrinciples Safety, production, and cost contawe

necessary goals for the operation @abanmercial nuclegplant Similar to ISMS guiding
principles, a balance between production and safety must be achieved. Their industry has
learned thatttese outcomeasre quite complementary, and most plants today achieve high
levels ofsafety, impressive production recordadcompetitive costs, reinforcday

decisions and actions made with a lgagn view. This perspectiieeeps safety as the
overriding priority for each plant and for eadlividual associated with it.

The INPO principles are:

1. Everyone is personally igsnsible for nuclear safety.

2. Leaders demonstrate commitment to safety.

3. Trust permeates the organization.

4. Decisionmaking reflects safety first.

5. Nuclear technology is recognized as special and unique.
6. A questioning attitude is cultivated.

7. Organizational learning is embraced.

8. Nuclear safety undergoes constant examination.
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ISMS guiding principle attributes are included with each INPO principle in this document
to provide some level of confidence that ISMS has considered and addressExahe
principles. This document provides a level of structure to determine if additional
enhancements are needed to ISMS or if there is adequate correlation between the two
such that ISMS guiding principles meet the intent of the INPO principles where
applicable.

Results and Recommendation:

Based on review of the ISMS Manual and INPO principles document, no changes are

recommended to the ISMS Manual. The essence of the INPO principles and attributes are
sufficiently addressed in the ISMS Manual.
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INPO Safety Culture Principles

The principles and the associated number key are included below:

1. Everyone is personally responsible for nuclear safeResponsibility and authority
for nuclear safety are well defined aridarly understoodReporting relationsips,
positional authority, staffingand financial resources support nuclear safety
responsibilities. Corporatgolicies emphasize the overriding importance of nuclear
safety.

1.1.The line of authority and responsibility for nuclear safety is defir@ad the
board of directors to the individual contributor. Eaclthefse positions has
clearly defined roles, responsibilities, amathorities, designated in writing and
understood by the incumbent.

1.2. Support groups, such as human resources, labor relationsysindss and
financial planning, also understand their rolesantributing to nuclear safety.

1.3.People and their professional capabilities, values, and experenecesgarded
as the nucl ear or ga n Staffing levelnaéesonsistes t v al uall
with the demands related neaintaining safety and reliability.

1.4.Board members and corporate officers periodically take stapiforce nuclear
safety, including visiting sites to ass@sanagement effectiveness firsind.

1.5. The line organization, stamgy with the chief executive officer, is tipgimary
source of information and the only source of directtner parties, such as
oversight organizations and committeesjew boards, and outside advisors,
who provide managemeintformation essential teffective sefevaluation, are
not allowed tadilute or undermine line authority and accountability.

1.6. All personnel understand the importance of adherence to nseltedy
standards. All levels of the organization exercise healtiopuntability for
shotfalls in meeting standards.

1.7.Relationships among utilities, operating companies, and ownenstadowed
to obscure or diminish the line of responsibility forclear safety.

1.8. The system of rewards and sanctions is aligned with strong nseliedy
policies and reinforces the desired behaviors and outcomes.

2. Leaders demonstrate commitment to safEéigecutive and senior managers are the
leading advocates of nuclesafety and demonstrate their commitment both in word
and actionThe nuclear safety meggais communicated frequently and consistently,
occasionally as a staradone theme. Leaders throughout the nuabeganization set
an example for safety.

2.1.Managers and supervisors practice visible leadership inthe figldbgp ci ng fAeyes
on t he poachihgl neentgrivg, andinforcing standards. Deviations
from station expectations aterrected promptly.

2.2.Management considers the employee perspective in understamdirzgalyzing
issues.
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2.3.Managers and supervisors provide appropriate oversight deafagssignificant
tests or evolutions.

2.4.Managers and supervisors are personally involved indugttty training that
consistently reinforces expected worker behaviors.

2.5. Leaders recognize that production goals, if not propEtgmunicated, can send
mixedsignals on the importance oficlear safety. They are sensitive to detect
and avoid thesmisunderstandings.

2.6. The bases, expected outcomes, potential problems, plaongdgencies, and
abort criteria for important operation@gcisions are communicatetbmptly to
workers.

2.7.Informal opinion leaders in the organization are encouragette| safe
behavior and influence peers to meet high standards.

2.8. Selection and evaluation of managers and supervisors cotigtteabilities to
contribute to a strong nua@esafety culture.

. Trust permeates the organizatioh high level of trust is established in the
organization, fostered, jpart, through timely and accurate communicatidrere is a
freeflow of information in which issues are raised and addressedloyagsare
informed of steps taken in response to their concerns.

3.1. People are treated with dignity and respect.

3.2.Personnel can raise nuclear safety concerns without feetribiution and have
confidence their concerns will be addressed.

3.3. Employees are expted and encouraged to offer innovative idedselp solve
problems.

3.4. Differing opinions are welcomed and respected. When ne&lednd objective
methods are used to resolve conflict andettled differing professional
opinions.

3.5. Supervisors are skilled responding to employee questions irogen, honest
manner. They are recognized as an important paneafhanagement team,
crucial to translating safety culture irpoactical terms.

3.6. The effects of impending changes (such as those caused by aajeisition,
bargaining unit contract renegotiations, and econeastructuring) are
anticipated and managed such that trust irotiganization is maintained.

3.7.Senior management incentive programs reflect a bias tdaagderm plant
performance and safet

3.8. Complete, accurate, and forthright information is provideaversight, audit,
and regulatory organizations.

3.9. Managers regularly communicate to the workforce impodanisions and their
bases, as a way of building trust and reinfor@rigealthy saty culture. Worker
understanding is periodicalghecked.

. Decisionrmaking reflects safety firsBersonnel are systematic and rigorous in

making decisions thaupport safe, reliable plant operati@perators are vested with
theauthority and understartide expectation, when faced with unexpected or
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uncertain conditions, to place the plant in a safe condition. Senior |eag@asrt and
reinforce conservative decisions.

4.1.The organization maintains a knowledgeable workforce to supgmdad
spectrum of perational and technical decisions. Out®dpertise is employed
when necessary.
4.2. Managers, supervisors, and staff clearly understand and respecth ot her 6s r o
in decisionmaking.
4.3. Plant personnel apply a rigorous approach to profsieiving.
4.4.Conservate actions are taken when understanding is incomplete.
4.5. Single-point accountability is maintained for important saféegisions, allowing
for ongoing assessment and feedbac&i@simstances unfold.
4.6.Candid dialogue and debate are encouraged when safeggiaréeing
evaluated. Robust discussion and healthy conflictearegnized as a natural
result of diversity of expertise amckperience.
4.7.Decisionmaking practices reflect the ability to distingutste t ween fAal | owab |l
choices and prudent choices.
4.8.Whenprevious operational decisions are called into questiarelyfacts, the
decisions and associated underlying assumptiong@eved to improve the
quality of future decisions.

. Nuclear technology is recognized as special and unifjbe.special charaeristics

of nuclear technology are taken irgocount in all decisions and actioReactivity
control, continuity ofcore cooling, and integrity of fission product barriers are valued
asessential, distinguishing attributes of the nuclear station waikonment.(This
principle was deemed not applicable to DOE and, thus, not evaluated further.)
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6. A questioning attitude is cultivatebhdividuals demonstrate a questioning attitude by
challengingassumptions, investigating anomalies, and considering tmdtadverse
consequences of planned actionsis attitude is shaped by anderstanding that
accidents often result from a series of decisionsaatidns that reflect flaws in the
shared assumptions, values, and belieth@brganization. All employseare
watchful for conditions or activitiethat can have an undesirable effect on plant
safety.

6.1. While individuals expect successful outcomes of daily activities; recognize
the possibility of mistakes and woissescenarios. Contingencies are
devebped to deal with thegmssibilities.

6.2. Anomalies are recognized, thoroughly investigated, pronmpitigated, and
periodically analyzed in the aggregate.

6.3. Personnel do not proceed in the face of uncertainty.

6.4. Workers identify conditions or behaviors thavbahe potential tdegrade
operating or design margins. Such circumstancepraraptly identified and
resolved.

6.5. Employees understand that complex technologies can faipgredicted ways.
They are aware that latent problems can eaisd, they make comsvative
decisions considering this potential.

6.6. Groupthink is avoided through diversity of thought antellectual curiosity.
Opposing views are encouraged aodsidered.

7. Organizational learning is embrac&perating experience is highly valued, ahd t
capacity to learn fromrexperience is well developedraining, sefassessments,
correctiveactions, and benchmarking are used to stimulate learning and improve
performance.

7.1. The organization avoids complacency and cultivates a contine@usng
envmnment. The attitudeendolmaged. fi t can happ:

7.2. Training upholds management standards and expectaiepsnd teaching
knowledge and skills, trainers are adephatilling nuclear safety values and
beliefs.

7.3.Individuals are well informed dhe underlying lessons learnfgdm significant
industry and station events, and they@mmmitted to not repeating these
mistakes.

7.4. Expertise in root cause analysis is applied effectively to ideatifi/correct the
fundamental causes of events.

7.5.Processg are established to identify and resolve lateganizational weaknesses
that can aggravate relatively minerents if not corrected.

7.6. Employees have confidence that issues with nuclear safpligations are
prioritized, tracked, and resolved in a timelanner.

8. Nuclear safety undergoes constant examina@mersight is used to strengthen safety
and improve performancBluclear safety is kept under constant scrutiny through a

67



varietyoflmoni t oring techniques, some of which p
| ook . o

8.1. A mix of selfassessment and independent oversight refledtdegrated and
balanced approach. This balance is periodicalyewed and adjusted as needed.

8.2. Periodic safety culture assessments are conducted and usealsés far
improvement.

8.3. The pitfalls of focusing on a narrow set of performance indicat@secognized.
The organization is alert to detect and responddiators that may signal
declining performance.

8.4.The insights and fresh perspectives provided by quality assuesssssent,
employee concerns, and independent overgigigonnel are valued.

8.5. Senior executives and board members are periodically briefessolts of
oversight group activities to gain insights into stasafety performance.
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INPO/ISMS Correlation
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