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Introduction

Vision – The vision is to provide a forum for continuous improvement in safeguards and security areas of carrying out the Department of Energy (DOE) and National Nuclear Security Administration (NNSA) missions.
Purpose - The purpose of the Safeguards & Security Working Group (SSWG) is to provide a strong focus for meeting the DOE security management challenge by enhancing the protection of special nuclear material (SNM), classified matter, property, and cyber systems.  The Working Group promotes excellence by sharing information and lessons learned and by facilitating the application of information and techniques.  The scope of the SSWG includes all elements of safeguards and security (S&S) to include cyber security.  The SSWG enables the successful execution of DOE missions and programs by helping ensure appropriate security in a cost effective and safe manner and by providing a forum for the active exchange of ideas, approaches, and lessons learned among DOE and its contractors.  

Objectives – The objectives of the SSWG are to:
· Enable the successful execution of DOE missions and programs by helping ensure appropriate security in a cost-effective manner

· Provide a forum for the active exchange of ideas, approaches and lessons learned among DOE contractors and with DOE that: 

· Enhances collaboration among DOE contractors so that the latest technology and methods are brought to bear 

· Encourages interaction between DOE management and contractors on complex wide objectives, issues and projects 

· Provides value-added feedback and recommendations to DOE

· Serve as a consensus board for emerging security directives proposed by DOE and for the interpretation and consistent application of existing DOE directives

· Encourage planning and actions necessary to ensure that the overall objectives of EFCOG are met in the area of security

· Promote training and continuous improvement by sharing management and technical information and lessons learned among contractors through vehicles such as websites, workshops

Scope - The areas of interest covered by the SSWG include both S&S and cyber security.  S&S includes the protection of SNM, classified matter, personnel security, and both equipment and real property.  Cyber security includes both classified and unclassified computer, communication and information systems.  The cyber security area will also address selected Information Technology topics of interest to the DOE community. The SSWG will identify those topics or issues important to DOE meeting the security challenge and present them to DOE management.  The SSWG will facilitate interaction with outside organizations and experts regarding the application of security principles and methods in the DOE complex.  The SSWG will communicate with other EFCOG and contractor groups to ensure activities are fully coordinated.  While the SSWG will not lobby, advocate independent positions, or try to change DOE policy, the SSWG practices as applied to DOE missions may be discussed and suggestions for improvement made to the DOE. 

Membership And Organization

MEMBERSHIP

Since the revitalization of the SSWG, membership has significantly increased with 80 active members and an average of 65 attendees at each of the quarterly meetings.   This growth is expected to continue at an accelerated rate as the SSWG integrates with other EFCOG Working Groups.  There are 20 EFCOG member companies who participate in the SSWG.  The SSWG strives to keep a complement of representation from these member companies; vacancies are filled as they occur.  New membership is generally achieved by individual networking and peer relationships.
Relationships have been developed with these EFCOG Working Groups: Integrated Safety Management & Quality Assurance, Contractor Assurance, and Safety and Security Regulatory Working Groups, as well as with the Institute of Nuclear Power Operations (INPO); Nuclear Regulatory Commission (NRC); Department of Homeland Security; Defense Nuclear Facility Safety Board; World Institute of Nuclear Security; and the United Kingdom’s Nuclear Decommissioning Authority. 
ORGANIZATION
Leadership in the SSWG is comprised of:

Chair: Reuben McGilvary, Babcock & Wilcox Pantex
Vice-Chair: Heidi Brock, SMSI
Secretary: Joe Riddle, Savannah River Nuclear Solutions
There are three subgroups in the SSWG, with Chairs as follows:

· Material Control & Accountability Subgroup Chair: Geneva Johnson, University of Tennessee-Battelle (Oak Ridge National Laboratory)

· Cyber Security Subgroup Chair: Wilson Baxter, BSII IS&T (Central Command)
· Physical Security Chair: Ron Smith, University of Tennessee-Battelle (Oak Ridge National Laboratory)
EFCOG Sponsoring Director: Michael Bebon, Brookhaven National Laboratory
DOE and NNSA Sponsors: Bradley Peterson, NNSA; Ted Wyka, NNSA, Amy Whitworth, NNSA; Glenn Podonsky, Office of Health, Safety, and Security (HSS); and, Steve Crowe, NNSA
With regard to succession planning within the SSWG, the SSWG Chair rotation occurs in January 2012 with the Vice-Chair moving to the Chair and a new Vice-Chair to be elected. For the Physical Security Subgroup, the Chair is to rotate out in January 2012 as well, with the current Vice-Chair to become the Chair and a new Vice-Chair to be elected.  For the Material Control & Accountability and Cyber Security Subgroups, the officers have one year remaining on their terms (expire January 2011), and the current Vice-Chair will become the Chair and new Vice-Chairs will be elected.
Achievements
The SSWG achieved the following during FY 2010:
The SSWG held its first FY 2010 meeting at Oak Ridge National Laboratory, January 20-21, 2010; its Spring meeting at the Nevada Test Site, April 20-22, 2010 with the Safeguards and Security Regulatory and the Contractor Assurance Working Groups; its third meeting at Idaho National Laboratory, August 10-12, 2010; and its fourth meeting at Los Alamos National Laboratory, October 5-7, 2010.  Subgroup officers and the SSWG Chair met with various sponsors (NNSA, Environmental Management, Cyber Chief Information Officer, and HSS) throughout the year.
The SSWG also accomplished the following in FY 2010:

· Protective force workers continue to rank at the top of the list of employees injured as categorized by operation type.  The nature of the type of work, types of risk, and hours of exposure make zero rates unlikely.  Through improved data collection and analysis, the Working Group identified methods to enhance the ability to better identify problem areas (activities, days of the week, hours of the day, pre-work preparations, etc.) and take proactive steps to minimize injuries and illness to protective force employees.  Analysis is complete and a draft final report is being developed.
· A security peer review process was developed in coordination with HSS to provide a method for participating contractors to better manage their implementation of 10CFR824, “Procedural Rules for the Assessment of Civil Penalties for Classified Information Security Violations” -- specific to information protection.  This process provides an assessment tool for contractors to consistently identify and implement information protection and assurance program elements.  When used, it provides continuity in the peer review process associated with 10 CFR 824.  The process was field tested at three sites and was well received.  The pilot reviews conducted have demonstrated the value of the process to identify deficiencies, minimize the risk, and mitigate damages should an incident occur.  A final report has been submitted.   

· DOE has issued a draft impact measurement index (IMI) tables for review.  A task was initiated to review the draft revised tables before they went into the DOE formal review process (RevCom).  A team of contractor subject matter experts (Red Team) worked with DOE to review the tables and comments, and recommendations were provided in October 2010.  DOE was very pleased with the review and stated that 75-85% of the comments provided by the task team were going to be adopted in the final revision.
· The DOE and NNSA are faced with the need to develop contingencies for the re-negotiation of three collective bargaining agreements for Nevada National Security Site, Pantex and Oak Ridge.  A backwards planning document has been provided to the NNSA that was based on the activities supporting the Pantex 2006 negotiation efforts, and based on this input, the NNSA has requested the working group to: (1) revise/update DOE G 473.2-1 which was recently archived; (2) study and recommend most appropriate method for promulgating this guide; and (3) provide appropriate strike contingency planning directives to be included in the Protective Force NAP.
· The NNSA has requested the working group evaluate effective methods and techniques to determine root cause of security and cyber incidents and that provide an improved basis for the development of lessons learned.  The analysis is complete and a draft report is under review.  The report illustrates ten effective techniques and tools that provide a comprehensive and analytical approach in determining root cause.
· HSS requested assistance in identifying sites that might benefit from site assistance visits to be provided by their staff.  To date, three to four sites have accepted this invitation.
· Provided assistance to Oakridge Y-12 in a NNSA effort to develop performance measures.  A pilot project was initiated by Oakridge and we continue to assist as needed.
· Pacific Northwest National Laboratory provided security HPI videos that were considered industry “best practices.”  These videos were made available and have been posted at the Lessons Learned Center at Los Alamos National Laboratory.
· Los Alamos National Laboratory has developed a process to facilitate foreign national access to cyber systems.  The process has been posted at the Lessons Learned Center at Los Alamos National Laboratory to support site’s interest in this area.
· The Working Group finalized the report on the review of the Nuclear Material Management and Safeguards System (NMMSS). The report included recommendations for the DOE and NNSA sponsors.  Additionally, Material Control and Accountability Sub-Group provided a presentation to NNSA on NMMSS tracking errors.  Based on this report, the Savannah River Site is coordinating improvements to the system.
· In-Teach, a process for conducting National Training Center (NTC) required courses at a local site as taught by subject-matter experts from within DOE and NNSA, was fielded.  This concept has received high praise and has resulted in significant reductions in travel expenditures compared to sending students to the NTC.  A schedule for 2011 has been posted on the NTC and EFCOG MC&A websites; additionally, Local Area Network Material Accounting System (LANMAS) training has been added to the schedule for 2011.
· In response to DOE and NNSA interest, an assessment program has been tailored in similar structure and format to the In-Teach concept.  This approach will allow for sites to capitalize on the use of subject-matter-experts that can provide an independent assessment of areas of interest within safeguards and security.
· Nomination and selection criteria have been developed for recognizing an EFCOG MC&A Professional of the Year.  This action was well received by both DOE and NNSA.
· Significant changes were made to the EFCOG MC&A website, to include improvements in information sharing, identification of successful events/actions that could benefit other sites, and a MC&A professional contact list.
· The Cyber Security Subgroup had members attend the DOE Cyber Security Conference in Atlanta, Georgia in May, 2010.

· The Cyber Security Subgroup Chair presented the topic of Industrial Control Systems - Accreditation Boundary Development at the DOE Cyber Security Conference stated above.
· The Cyber Security Subgroup completed and submitted to the EFCOG Sponsor a white paper on the appropriate use of public social networking media sites. 

· The Cyber Security Subgroup shared lessons learned among its participating members during the year. Participating members during the year were The Sandia National Laboratory, The Savannah River Site, The DOE Hanford Site, Yucca Mountain, DOE/NNSA Headquarters, The Oak Ridge East Tennessee Technology Park, Los Alamos National Laboratory, The Y-12 National Security Complex, The Oak Ridge National Laboratory, SMSI Corporation, and Bechtel National Incorporated. 
· The Los Alamos Cyber Security Team shared their efforts with participating members on developing and implementing a risk based approach for DOE/NNSA cyber security programs. Additionally, the LANL Cyber Team shared their approach on collecting meaningful metrics for a DOE/NNSA Cyber Security Program. 
· The Cyber Security Subgroup continued to work on expanding its membership and participation during the year.

Planning For The Next Year

The SSWG has the following activities planned for FY 2011:

· HSS has drafted a replacement for the planning section of DOE M 470.4-1.  Sponsor will provide a brief statement of the planning structure HSS is attempting to institute and a draft of the planning section.  Sponsor would like to have feedback on both the overall structure concept and on the draft itself; additionally, they desire to know if the overall concept is something that field contractors can work with, specific areas of the draft that need to be clarified, ideas that need to be added, and anything EFCOG could identify regarding potential benefits and burdens that the revised policy might place on contractors by the end of December, 2010. 

· Develop a Safeguards First Principle Initiative (SFPI) guidance document by April 2011.
· Update the Safeguards Seal Reference Guide by April 2011.
· Develop a Termination of Safeguards Guidance Document by August 2011.
· Implement Assessment Program similar in structure and processes as In-Teach concept.
· Finalized Protective Force Injury report.
· Finalize actions and input needed to support DOE and NNSA concerning the re-negotiation of collective bargaining agreements.
· Finalize report on Root Cause Analysis.
· Continue to support Oakridge Y-12, as needed, in the performance measures pilot project.

· Continue to garner site support and participation in the Cyber Sub-Group.
Effectiveness Evaluation
The SSWG has a significant role to play within the EFCOG community; the full benefits and contribution that can be made to improving the overall effectiveness and efficiency of the complex security has not yet been achieved.  However, there has been significant improvement in the communication across the complex in many areas, most specifically that of interactions between contractors and DOE HSS’s Office of Enforcement and NNSA’s Office of Security.  Their engagement in the Working Group and Subgroup meetings has been shown to be valuable to the individual sites in the open communication and dialogue. The value of the SSWG to NNSA continues to improve as more and more comprehensive complex-wide tasks are supported.   

Lessons Learned

The SSWG competes with other security initiatives across the DOE and NNSA enterprise.  A concerted effort is required to ensure that the needs of DOE and NNSA are achieved and there is not a duplication of task and that the groups work together in a supportive fashion in lieu of a stovepipe contentious relationship. 

Recommendations
It is recommended that the Working Group continue in FY 2011, with increased emphasis in the cyber security area, coordinating its efforts with the National Laboratories Chief Information Officers council.
