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Security Lessons Learned Center

= Goal

Provide a centralized infrastructure to promote
the sharing and utilization of security-related
lessons learned information gained from operating
experiences across the DOE and NNSA Complex.
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Security Lessons Learned Center :

= Background

Established/funded by the Office of Defense Nuclear Security
(NA-70) in February 2007

LANL selected as the host site
Developed for security users across DOE & NNSA Complex
Operational in August 2007




Security Lessons Learned Center

= Program Drivers

DOE Order 226.1A — Implementation of Department of Energy
Oversight Policy

- DOE Order 210.2 - DOE Corporate Operating
Experience/Lessons Learned

- Memo (20 November 2007 - D’Agostino) — Expectations for
NNSA Regarding DOE Order 210.2
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Security Lessons Learned Center

m Infrastructure

Database

» Microsoft Access database maintained by LLC for archiving, tracking,
trending and reporting complex-wide Operating Experiences

- Compatible with the Office of Health, Safety and Security (HSS)
database (DOE Corporate)

» LLC uploads to HS.61 for posting to DOE Corporate (July 2008)
Webpage

» Web-based Homepage available on open network — linked to HSS
and many other DOE/NNSA websites

- Timely posting and dissemination of operating experiences and a
variety of security communications

Help Desk
« Call-In and E-Mail Resource Center
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Security Lessons Learned Center

= Program Integration

SEC-LLC Staff represented on the HSS Operating Experience
Committee (OEC) and 3 of 6 OEC subcommittees:

v Metrics, Resources, and Events
v SEC-LLC Staff are the only Security representatives
- SEC-LLC Staff Integrated with SASIG, EFCOG, TMWG
- Sponsored Joint DOE/NNSA 2008 Security Workshop
» SEC-LLC maintain archive of 73+ Security Operating Experiences

» SEC-LLC website activity produced in excess of 18,000 sessions during
FYO08

» SEC —LLC provides communications to ~345 functional area subscribers
throughout the complex




Security Lessons Learned Center

= Targeted Distribution Groups include:

Personnel Security Physical Security

Federal Points of Contact Protective Force

Program Management Information Management
Classification Cyber Security

Facility Security Human Reliability Program
Information Protection Incidents of Security Concern

Material Control and Accountability ~ Security Awareness Special Interest Group
Safeguards and Security Information Training Manager’'s Working Group
HSS OEC Coordinator’s Classified Matter Protection Control




Security Lessons Learned Center

x Communication

» Provide information to the right audience in a timely manner
» Utilize a structured approach to push/pull information
— Information must be able to flow in multiple directions

— Cannot just rely upon a top-down approach, must also encourage a
bottom-up approach

>  Website

» What's New

» CSI

» TIps

> Security Smarts
> Synopsis

> Quarterly Reports
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Security Lessons Learned Center

Status Report — October 1, 2007 to September 30, 2008
» Website Activity by Quarter — Mean Daily Activity
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Security Lessons Learned Center

s Website Activity by Day — July 1 to September 30, 2008
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Security Lessons Learned Center

Sharing Experiences to

Ensure National Security

Points of Contact (POCs)

Site Name:

POC:

Phone Number:

Email:

Albuquerque Service Center

Kathy Sumbry-Wilkins

505-845-6608

ksumbry-wilkins @ doeal.gov

Los Alamos Site Office

Diane Menapace

505-665-3229

dmenapace @doeal.gov

Lawrence Livermore National Laboratory

David Aron

925-424-3540

dave.aron@oak.doe.gov

Kansas City Site Office

Anthony George

816-897-2747

ageorge @kcp.com

Nevada Site Office

Stan McCloskey

702-794-1788

mccloskeys @ nv.doe.gov

Pantex Site Office

John O'Brien

806-477-5900

jobrien@pantex.doe.gov

Pacific Northwest National Laboratory

Bryan Avery

509-372-6848

bryan.avery@pnl.gov

BWXT Pantex

Larry Mendez

806-477-6541

Imendez@ pantex.com

BWXT Pantex

John Chavarria

806-477-3289

jschavar@pantex.com

Sandia National Laboratory Randy Kubasek 505-845-4803 |rkubasek @doeal.gov
Savannah River Site Office Diane Powell 803-208-1517 |diane.powell@nnsa.srs.gov
Washington Savannah River Company Lee Prim 803-208-3584 |lee.prim@srs.gov

Y-12

Debbie Hunter

865-574-8022

hunterdl@y12.doe.gov




