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Security Incidents

* Metric Goals
— Demonstrate Trending

— Impact Measurement Index Tables
* Rule based
« Consistent across sites

— Level Playing Field

 Number of man-hours worked
* Exposure



Reportable Security Incidents and Safety Occurrence Reporting (ORPS)

The charts below represent a correlation in both LANL reportable security incidents and ORPS numbers,
in relation to legal holidays and significant Los Alamos Public School days.
Espanola Valley Schools have similar significant school days, within a few days of LAPS.
Data points represent incidents/ORPS per week.
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Positive performance Secur[tv In CldentS

Security Incident Rates

October Security Incidents

Y

An incident occurred in 12-127 when an employee left for
lunch without securing classified information and locking
4 the repository.

3 » A near miss incident occurred in 12-82 when an employee
left Argus on access and then exited the plant.

Number of Incidents

14 B » A near miss incident occurred in 12-106 when an
employee left a PTS key for a classified computer in the
open position and unattended.
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IMI 3 Events per Month at

PANTEX
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IMI 2 Events per Month at

PANTEX
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IMI 1 Events per Month at

PANTEX
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IMI (1 - 4) Events per
Month at PANTEX
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FY 2007 IMI INDEX NNSA Data by Site, per hour

x-chart
Index Values:
IMI 1 = 2,500,000
IMI 2 = 1,000,000
IMI 3 = 750,000
IMI 4 = 75,000
Average = 3.12
Sandia National Law rence Nevada Test Site Kansas City Plant Los Alamos Pantex Plant
Laboratory Livermore National National

Laboratory Laboratory



FY 2006 IMI INDEX NNSA Data by Site, per hour

x-chart

Index Values:
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FY 2007 IMI 4 NNSA Data by Site,
Events per 200,000 ho
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FY 2007 IMI 3 NNSA Data by Site,
Events per 200,000 hours
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FY 2007 IMI 2 NNSA Data by Site,
. Events per 200,000 hours
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FY 2007 IMI 1 NNSA Data by Site,
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FY 2006 IMI 4 NNSA Data by Site,
Events per 200,000 hours
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FY 2006 IMI 3 NNSA Data by Site,
Events per 200,000 hours
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FY 2006 IMI 2 NNSA Data by Site,
0.18 Events per 200,000 hours
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